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CHAPTER 1. GENERAL INFORMATION 

Please note that after successfully using the product on your storage devices, all the data contained 
will be destroyed in such way that it will be impossible to be recovered by any existing method or tool. 
After performing the Certus erasure procedure, your storage devices will be perfectly usable.  

1.1. Certus Erasure installation prerequisites 

Minimum system requirements to run Certus Erasure: 

• x86 or x86-64 Pentium 4 or equivalent machine; 

• 512 MB RAM memory; 

• USB port; 

• VGA video card (minimum screen resolution: 1024x768); 

• Active Ethernet connection (optional for HASP solution). 

Software requirements: 

• CertusErasure-X.X.X.iso file downloaded from Certus Software Web Manager (CEWM) - an 

online application used to store and manage Certus erasure reports 

https://cloud.certus.software; 

• USB Flash drive; 

• Computer running Microsoft Windows, Linux or MacOS family operating systems. 

For Windows operating system, the user should install Win32 Disk Imager from 
https://sourceforge.net/projects/win32diskimager and use it to write Certus Erasure ISO image. For 
Linux and MacOS operating systems, the user should identify the USB flash drive in a terminal, unmount 
it and write Certus Erasure ISO image. A detailed description of the installation steps can be found in 
the Quick User Guide document, which can be downloaded from CEWM. 

1.2. Certus Erasure online solution 

Certus Erasure Web Manager (CEWM) is a management tool designed to integrate functionalities 
related to the erasures procedures performed through the Certus Erasure application. 
The tool serves as a centralized control point, which manages users, erasure licenses and data erasure 
reports generated by Certus Erasure. Its usage offers clients the online solution to: 
 

• create, edit, delete a group/user;  

• transfer group/user data; 

• check group/user activity; 

• assign licenses to users; 

• transfer licenses between users; 

• suspend or activate user accounts; 

• create, edit or delete a template erasure report; 

• edit, delete, export reports; 

• check report properties. 

https://cloud.certus.software/
https://sourceforge.net/projects/win32diskimager/
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For more information regarding the CEWM tool please consult Certus Erasure Web Manager User 
Manual. To get access to this user manual, you must login into the CEWM tool from the link:  
https://cloud.certus.software and the select the Downloads module. 

1.3. Certus Erasure offline solution 

The offline solution, recommended by the Certus team, is represented by the HASP (Hardware Against 
Software Piracy) key. It is a management solution which enables the use of Certus Erasure software 
enforcing software protection and licensing. 

To use the offline solution, first, the user must insert the HASP key into a USB slot on a computer and 
then login into the Certus Erasure application. The application will automatically start if the HASP key 
is recognized and validated by the application. 

For more details regarding the HASP Key refer to the HASP Key User Guide available on CEWM. 

NOTE: No internet connection is required while operating with the Certus Erasure software through 
the HASP key. 

NOTE: A HASP Key solution is available on request at the contact@certus.software email address. 

NOTE: It is highly recommended for the user to periodically check, at least once a week, for the latest 
version of Certus Erasure. Because of the lack of internet connectivity, the software is unable to check 
the latest version as it does in case of the online solution, therefore the operation must be done 
manually. To do this, access the Downloads module from CEWM (https://cloud.certus.software) and 
check the available software versions. If there’s a higher version than the one you’re currently using, 
please download it and use it to create a new bootable USB Flash Drive. Please check the Quick User 
Guide which can be found on the same page and follow the instructions presented in it to learn how 
you should use the Certus Erasure ISO image properly. 

1.4. Recommendations for the user  

The person using this software is advised to follow the guidelines offered by Certus team in the 
documents stored on CEWM, Downloads module – Certus Erasure Manual, Certus Erasure Quick User 
Guide and Certus Erasure Web Manager Manual. 

 
WARNING: 
The user can copy, install, access and benefit from using Certus Erasure Software, during the license 
term, only for his own internal operations.  
 
The user shall: 

• ensure that the Software is installed on designated equipment(s) only; 

• keep a complete and accurate record of the use of the Software; 

• notify Certus Software GmbH as soon as it becomes aware of any unauthorized use of the 
Software; 

• not use or access the Software if he is or becomes a direct competitor of Certus Software 
GmbH, except with Certus Software GmbH prior written consent or for purposes of 
competitive benchmarking or similar purposes; 

https://cloud.certus.software/
mailto:contact@certus.software
https://cloud.certus.software/
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• not be allowed to commercially exploit the Software in any way; 

• not produce any derivative works based on, any part of the Software for any reason or 
purpose; 

• not be entitled to license, sublicense, sell, resell, transfer, assign, distribute, rent, to the 
maximum extent such restriction is permitted by applicable law; 

• comply with all applicable data protection laws and not use the Software in contravention 
with such laws. 
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CHAPTER 2. LOGIN SCREEN 

When Certus Erasure has booted successfully, the login screen is shown. The following credentials are 
asked for: username, password and customer code.  

The login screen also contains Wi-Fi, Internet connection, Help, Settings and Shutdown buttons. 
Please refer to Wi-Fi button, Internet connection icon, Help button, Settings button, Report an issue 
button and Shutdown button chapters for more information. 

 
Fig.  2.1 Login screen 
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CHAPTER 3. CERTUS ERASURE USER INTERFACE 

The Certus Erasure user interface is divided into three main areas as follows: the header area, the work 
area and the footer area. 

 
Fig.  3.1 The user interface 

3.1. Header area 

The header area contains information about the software in use, such as the software name and the 
version. The username and the available licenses are displayed on the left side of the header area, 
along with a button to refresh them. Wi-Fi button, Internet connection button, Help button, Settings 
button, Report an issue button, Shutdown button, date and time, View Report button and Hexviewer 
button are displayed on the right side of the header area. 

 
Fig.  3.2 Header area 
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3.1.1. User and licenses 

This section of header area contains the username and the total 
number of the available licenses of the currently logged in person. The button next to it will allow you 
to initiate a request to CEWM for refreshing the settings and the number of available licenses.  

3.1.2. Wi-Fi button 

The user can connect to the internet through a Wi-Fi network by selecting the first button from the top 
right side of the main window from CE application. Then, after selecting the “Turn on wi-fi interface” 
function, a list with all the Wi-Fi available networks will appear in the Wi-fi menu. After selecting a Wi-
Fi network, If the network is secured you will need to provide a password to connect to it, otherwise 
the system will connect automatically to the related Wi-Fi network. Once you're connected, the WI-FI 
network will be marked with blue. 

NOTE: The machine on which Certus Erasure runs must have a Wi-Fi card. 

 

Fig.  3.3 Password window for wi-fi 

3.1.3. Internet connection icon 

Certus Erasure monitors the internet connection and offers a set of icons, which shows its status, 
located in the header area.  The user can, at any time, hover the mouse on the displayed icon to read 
the status of the internet connection.  

For an active internet connection and a successful connection to Certus server, the icon will be 
a white checkmark on green background. 
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In case of a detected internet connection with a problematic connection to Certus server, the 
icon will be a white exclamation mark on yellow background. For this situation, the user is asked 

to click on the icon for resetting the internet connection. If this action is successful, the icon will become 
green, if not, it will remain the same. For the second case, the user must check the settings of the 
router or call the support number displayed on Certus Software website www.certus.software.  

The icon will be a white “x” on red background in case the software cannot reach the cloud 
server. There are three different scenarios which can cause this issue: 

• The machine is not connected to a network – you should plug a network cable in the erasure 
machine or check for faulty cables; 

• DNS resolution fails – you should check your network configuration; 

• The cloud server is malfunctioning – you should contact Certus Software support immediately.   

3.1.4. Help button 

Click on the Help button to open a window in which the Certus Erasure User Manual is displayed 
for the current version of Certus Erasure. 

 
Fig.  3.4 User Manual window

3.1.5. Settings button 

The Settings button function is organized in 4 tabs:  
 

• General with settings for language, digital fingerprint, screensaver and update ISO 
functionality; 

• Erasure where the user can set the erasure pattern and the verification percentage; 

• Proxy where the user can choose how to connect to internet: with or without proxy. 

• Auto where the user can set several options related to automatic procedures. 

Note that in the login screen the available tabs are General and Proxy. In the main interface the 
available tabs are General and Erasure. The Auto tab is available at all times, but it’s options can only 
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be modified in the presence of a HASP key. Alternatively, those settings can be changed in the CEWM 
and at the next login in Certus Erasure, they will be imported from the CEWM. 

3.1.5.1. Language and keyboard tab 

 
Fig.  3.5 Settings – Language tab 

The user has the possibility to change the display language (which takes effect immediately) and 
between different keyboard layouts. 

3.1.5.2. Digital Fingerprint tab 

When enabled, Certus Erasure will digitally sign each storage device that is erased successfully. The 
digital signature consists of the following information: 

• the time at which the erasure procedure took place; 

• the name and the verification percent of the pattern that was used to erase the storage device; 

• the version of the software that has been used; 

 

Fig.  3.6 Settings – Digital fingerprint tab 
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After performing an erasure procedure, the user has the possibility to verify if the digital fingerprint 
took place. To do this, the user must select the Hexviewer button from the CE main window. Then in 
the “HEXVIEWER Tool” window, the user must select the storage device from the list and selector 
sector 0 to be displayed. In the ASCII table the information that has been signed on the storage device 
can be seen.  

 

Fig.  3.7 Sector 0 of a digitally signed storage device 

3.1.5.3. Screensaver tab 

The user has the possibility to modify the following screensaver options:  

• enable or disable screensaver by checking or unchecking the corresponding box.  

• enable or disable the digital fingerprint feature. 

• choose the way to clear the warning flash which notifies the errors of the erasure processes; 
the user has the option of clearing it after screen reinitialization or after the erasure report is 
saved.  

• choose the information displayed regarding the progress of the erasure process – progress 
referenced to the longest time-consuming device (furthest device from finishing) or progress 
referenced to the shortest time-consuming device (closest device to finishing). 

• choose the time-out -  number of seconds before screensaver display; time cannot be less than 
5 seconds; the default value is 60 seconds. 
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Fig.  3.8 Settings – Screensaver tab 

3.1.5.4. Erasure tab 

The erasure tab contains the main settings which are used when wiping devices: erasure pattern and 
verification. 

Certus Erasure currently provides 14 erasure patterns which are detailed in the ERASURE PATTERNS 
chapter. The verification setting lets the user set a percentage of the overwritten data to be verified, 
in order to be sure that the erasure process successfully took place; the verification value can be set 
from 1% to 100%, the default being 1%. 

NOTE: Please pay attention when configuring the erasure settings, and set the appropriate values 
according to the chosen standard and your internal security requirements, before starting the erasure 
process. 

 
Fig.  3.9 Settings - Erasure tab 
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3.1.5.5. Proxy tab 

A proxy can be configured for connecting to the internet through it in the proxy tab. Note that if the 
connection to the proxy server requires authentication, they must be completed in the respective 
fields. 

 
Fig.  3.10 Settings - Proxy tab 

3.1.5.6. Automatic procedures tab 

 

Fig.  3.11 Settings - Auto settings tab 

The Auto Settings tab provides the user with the following options: 

• Automatically digitally sign the storage device 
o When enabled, the application will automatically perform a digital fingerprint on each 

storage device whose erasure has finished with success; 
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• Automatically unfreeze 
o When enabled, the application will automatically perform an unfreeze operation when 

detecting a storage device which is FROZEN; 

• Automatically send erasure report 
o When enabled, the application will automatically upload the erasure report after each 

erasure that finishes; 

• Automatically start erasure after logging in 
o When enabled, the application will automatically select all the storage devices in the 

table and start an erasure on each of them; 
o If the user whishes this automatic erasure procedure to be delayed with a certain 

period, he can set up an optional delay in seconds. The application will display a window 
with a countdown timer related to that delay, and allow the user to either stop the 
automatic erasure or allow it to continue. 

 

Fig.  3.12 Automatic erasure window 

• Automatically erase SSD with ATA Secure Erase 
o When enabled with the automatic erasure, the application will automatically perform 

the ATA Secure Erase on all the storage devices that are SSD’s; 

• Customize the report name 
o When enabled, the document ID of the erasure will be set with the following format: 

▪ Serial number of the motherboard on which the application is running 
▪ Underscore character (_) 
▪ Serial number of the first storage device in the table 

o In case there are no storage devices detected, the last part will be comprised of a default 
value “no_storage_device”. 

Note: The options above can be modified either on CEWM, if the operator has been provided with the 
ability to edit his automatic settings (if not, they can be set by the administrator), either on Certus 
Erasure if the operator has used a HASP key to log in. 

The Auto Login tab provides the user with the possibility to save the credentials on the media, so that 
the next time the application boots up, it will automatically try to log in with those credentials. When 
choosing to save the credentials, Certus will verify if the credentials are valid and only if they pass the 
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validation they are saved on the media. The user also has the possibility to clear the credentials from 
the media. 

 

Fig.  3.13 Settings - Auto login tab 

If the application detects saved credentials on the media, it will display a window in which the user has 
the possibility to stop the automatic login procedure. 

 

Fig.  3.14 Automatic login window 

 

Note: After clearing the media, a reboot is required for the change to take place. 

The Auto Wi-Fi tab provides the user with the possibility to save the information used to connect to a 
wireless network, so that the next time the application boots up, it will automatically try to connect to 
that wireless network. When choosing to save the credentials, Certus will verify if the wireless network 
is present and attempt to connect to it. If the connection succeeds, then Certus will save the data on 
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the media, if the connection fails, it will not save the data and inform the user that the network is 
unreachable. 

 

Fig.  3.15 Settings – Auto Wi-Fi tab 

Note: After clearing the media, a reboot is required for the change to take place. 

3.1.6. Screensaver 

The Certus screensaver shows the progress of all erasure processes on the computer. 
It displays: 

• the erasure progress bar;  

• a percentage of the average progress of the erasure processes; 

• the average time left to complete the erasure(s). 

 

Fig.  3.16 Screensaver – progress bar 

 

Fig.  3.17 Screensaver – progress bar with warning 

If any errors occur during the erasure process, the screensaver will provide a notification of this by 
shifting the color of the progress bar between grey (default color) and red. 
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The screensaver provides a good overview of the result, whether all erasure processes are successful 
(green icon) or at least one erasure process is failed/canceled (red icon). 

3.1.7. Update ISO 

 

 

Fig.  3.17 Settings – Update Media 

The application will verify if it is currently running the latest available version when the user logs in, 
and in case it detects a newer version on the CEWS (Certus Erasure Web Server), it will notify the user 
by displaying a pop-up in which he is prompted to update his version.  

To update the Certus Erasure software, the user should press the F3 key (or click on the Settings icon), 
and there go the Update Media section where he should choose the type of ISO to download (whether 

 

Fig.  3.18 Screensaver – Successful erasure 

 

Fig.  3.19 Screensaver – Failed erasure 
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UEFI or BIOS). It is recommended to use the same type as he previously used for installing Certus 
Erasure on the USB. 

UEFI and BIOS represent two firmware interfaces for computers which are used at the startup of the 
computer to initialize the hardware components and start the operating system stored on a storage 
device. The difference between them resides in the way they boot up the system. The user is advised 
to first try to use the BIOS ISO image. In case this fails, he should try the UEFI ISO image. 

Note that the user also has the possibility to remove any type of stored automatic settings on the media 
if he wants to. To remove them, the user must check any of the three boxes before pressing the 
UPDATE MEDIA button. 

After that, the user must make sure that the USB stick used to start Certus Erasure is still plugged into 
the computer, and he should press the UPDATE MEDIA button. If no error occurs during the process 
of updating the software, the user will be notified, after the process is finished, that the update is 
successful and he should reboot the computer. The errors that can occur during the process are the 
following: 

 

1. Target media is up to date! 

This means that the user is already running the latest available version of Certus Erasure. 

 

2. No target media connected! 

This means that there is no USB stick with Certus Erasure installed on it currently plugged into the 
computer. Please insert your USB stick with Certus Erasure installed on it. 

 

3. Not enough RAM! 

This means that the computer where Certus Erasure is running has an insufficient amount of RAM 
available for the process to begin. The user is advised to use Certus Erasure on a computer with more 
amount of RAM available. 

 

4. Integrity check failed! 

This means that the file that has been downloaded is corrupted and cannot be written to the disk. The 
user is advised to reboot Certus Erasure and try again. 

 

5.  Target unmount failed! 

This means that the USB stick plugged into the computer has failed to unmount itself. The user is 
advised to use another USB port to plug the stick. 

 

6.   Too many target devices! 

This means that there is more than one USB stick with Certus Erasure on it that are plugged into the 
computer. The user is advised to remove all other USB devices and keep only one USB with Certus 
Erasure installed on it. 
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7.   Download failed! 

This means that an error has occurred during the download of the ISO image. The user should check 
his internet connection, reboot the computer and try again. 

 

8.   Write to target failed! 

This means that an error has occurred during the writing of the ISO image to the USB stick. The user is 
advised to use another USB slot for the USB device with Certus on it. 

 

9.   Target media unplugged during writing! 

This means that the USB stick has been unplugged while the ISO image was still being written to it. The 
user should not remove the USB device until the application notifies him that the update has taken 
place. 

 

3.1.8. Report an issue button 

If issues are found, they can be reported by pressing Report an issue button.  Inside Report an 
issue window, the user can write a description of the problem encountered while using Certus 

Erasure.  

 
Fig.  3.20 Report an issue – Description 

Pressing the Generate button leads to an XML report which can be saved to a removable device or can 
be uploaded to server. 
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Fig.  3.21 Report an issue – XML report 

If the upload to server or the saving to removable device is successful, one of the following windows 
will appear: 

 
Fig.  3.22 Report saved successfully to server 

 
Fig.  3.23 Report saved successfully to external device 

If the upload to server or the saving to removable device is unsuccessful, one of the following windows 
will appear: 
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Fig.  3.24 Report saved unsuccessfully to server 

 

Fig.  3.25 Report saved unsuccessfully to external device 

3.1.9. Automatic issue report 

Should the application encounter a critical error and crash or shut down, a log file will be automatically 
created with the error details and the application will be restarted. After restarting, it will first present 
to the user the option to upload to the CEWM or save the log and upload it on another computer so 
that the Certus team can analyze it and come back with a resolution as to why the error occurred. 

 

Fig.  3.26 Automatic issue window 

Note: This issue window will appear before the login window. 

3.1.10. RAM monitoring 

The application constantly monitors the available RAM and should it ever encounter a situation where 
the amount of available RAM is insufficient, it will notify the user to save or upload the report and 
reboot the machine. 
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Fig.  3.27 RAM notification window 

3.1.11. Shutdown button 

To shut down the machine click the Shutdown button. The user can confirm the shutting down 
of the machine by pressing Shutdown button or cancel the action by pressing Cancel button. 

The Reboot button allows restarting the machine on which Certus Erasure software is running 

To access this function, the user should press the Shutdown button, from the header Area and then 

click on the Reboot  button   from the new opened window. 

The Log off button allows the user to log off the current account and go back to the Login window. 

To access this function, the user should press the Shutdown button, from the header Area and then 

click on the Log off button  from the new opened window. 

 
Fig.  3.28 Shutdown dialog 

If one or more erasures took place and no report has been saved, a different pop-up window appears.  
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• If the user clicks the Shutdown or the Reboot button, the action will be confirmed, but no 
report will be saved; 

• If the user clicks Save button, he will be redirected to Save report dialog; 

• If the user clicks Cancel button, the action will be canceled. 

 
Fig.  3.29 Shutdown confirmation dialog 

3.1.12. View Report button 

Pressing this button opens the Data Erasure Report. The report contains detailed 
information regarding: 

• the document - document ID, report date, software version, operator and custom fields; 

• the system hardware - information about the erasure machine; 

• the erasure - information about erased device(s) and erasure process results. 
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Fig.  3.30 View report window 

To download the report, select the “SAVE” button, otherwise select “CANCEL”. 

After selecting the “SAVE” button, a popup window appears (“SAVE Report”) which gives the 
opportunity to the user to do the following: 

- assigning a lot ID for the report (for more details regarding the lots refer to the CEWM User 
manual) 

o the refresh button next to the list of lots will synchronize the list of lots from CE with 
the one from CEWM; 

- uploading the report to the Certus Erasure Web Manager (CEWM) application  

- fill any of the custom fields (note that the name of the custom fields is by default “Custom 1…” 
but if the operator changes the name of these fields on CEWM, those changes will be reflected 
in the application and instead of “Custom 1…” it will display the name set on that field on 
CEWM); 

- downloading the erasure report to an external removable device in XML, PDF or HTML format 

- selecting the status of the erasures included in the report: 
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o “Successful only” - will include in the report only the erasures that have been finished 
successfully; 

o “All “will include in the report every erasure, including the ones that were not finished 
successfully; 

 
Fig.  3.31 Save Report window 

If the upload to server/saving to removable device is successful, one of the following windows will 
appear: 

 
Fig.  3.32 Report saved successfully to server 

 
Fig.  3.33 Report saved successfully to external device 

If the upload to server/saving to removable device is unsuccessful, one of the following windows will 
appear: 
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Fig.  3.34 Report saved unsuccessfully to server 

 
Fig.  3.35 Report saved unsuccessfully to external device 

3.1.13. Hexviewer button 

 This button shows the visual content of a storage device in hexadecimal format. 
Hexviewer allows the user to see the hex-format pattern of the erasure result. 

 
Fig.  3.36 Hex viewer 

3.2. Work area 

Work area contains: 

• the graphic description of the 3-step process - Prepare, Erase, Report; 

• the table of information regarding the detected storage devices; 

• the current lot and pattern that have been selected; 

• the table of information regarding the operated storage devices. 
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Fig.  3.37 Work area 

3.2.1. Detected storage devices 

The total number of the detected storage devices, the currently used lot and erasure pattern and the 
refresh button are present on top of the table.  

The user can select in CEWM a default lot to be assigned to it’s account so that it is automatically 
selected by the application after logging in. If there is no default lot selected, then the lot label will not 
be visible after logging into the application. The user can assign a lot from the “Save Report” window. 
See View Report button section. After a lot is selected, it will be displayed above the detected storage 
devices. The user can also click on the lot and it will automatically open the “Save Report” window so 
another one can be selected. 

The table contains information about the storage devices detected by the erasure machine: vendor, 
model, type, bus, size, serial number and status. The status column presents erasure information: 
percentage, speed, pass and time left.  

For multiple erasures, the user can select all drives using the checkbox located at the top right corner 
of the table. 

 
Fig.  3.38 Detected storage devices 

The erasure process cannot be performed on password protected devices or freeze locked drives. 
Certus Erasure shows these statuses by displaying the “locked” icon in red color for frozen drives and 
in yellow color for password protected devices.  

 
Fig.  3.39 Freeze locked storage device 
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Fig.  3.40 Password protected storage device 

The user is invited to remove the password protection by clicking on the yellow icon. The window that 

appears allows typing the password and validating it.  If the user is not aware of a password being set 

on the drive, it is recommended to check the documentation of the storage device in question or 

contact the drive manufacturer/provider. 

 
Fig.  3.41 Password removal 

Certus provides the overview of the removal result, whether it is successful or unsuccessful (wrong 
password or failed password removal).  

 

Fig.  3.42 Successful password removal 

 

Fig.  3.43 Wrong password 
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Fig.  3.44 Failed password removal 

Certus detects if at least one of the drives about to be erased is freeze locked. When a drive is freeze 

locked, Certus notifies the user by displaying a red lock icon. Pressing this icon and clicking the ok 

button from the new opened window, will prompt Certus to perform an unfreeze operation which will 

power cycle the machine (the machine is put to sleep, the screen blanks out for a couple of seconds 

and then the machine is woken up). As the machine is power cycled, Certus attempts to remove the 

freeze locks on all locked drives at once.  If this process is successful, the red icon will be removed for 

all the locked drives.  

 

Fig.  3.45 Device is frozen 

Caution! On some hardware configurations, the screen might not turn back on due to the fact the 
machine is not waking up properly/at all. This can be caused by the machine’s underlying hardware, 
such as the motherboard, its BIOS or graphical device(s). The erasure process is either interrupted or 
continues in the background, however the user will not be able to save any report in the latter case. 

 

3.2.2. Operated storage devices 

The total number of operated devices is placed on top of the table.  
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The table provides data about the operated storage devices: vendor, model, type, bus, size, serial 
number, status, end time of the operation.   

Status messages can be: 

• Erased – the storage device was successfully erased; 

• Erasure finished with warning – the storage device was successfully erased but warnings 
occurred: 

o Remapped sectors were not erased. 
Note: For further guidelines on remapped sectors, please check Remapped sectors 
chapter. 

• Interrupted by user – the erasure process was stopped by the user (Note that if the erasure 
process was started, all the data on the storage device is compromised); 

• Interrupted by program – the erasure engine encountered a critical error when initializing or 
during erasure process; 

• Disconnected – the storage device was disconnected during the erasure process; 

• Not erased – the storage device has hidden areas (HPA/DCO) that are not accessible or the 
storage device contains failed sectors. 

 
Fig.  3.46 Operated storage devices 

3.3. Footer area 

The lower left corner of the section contains system information: station name, number of CPUs, CPU, 
CPU frequency, RAM.  

The status of the erasure process, presented next to system information box, shows if the device(s) 
is/are: 

• in progress of being erased; 

• successfully erased; 

• failed to be erased. 

The lower right corner of the section contains Erase button which allows the erasure process to start. 
If one or several erasures are in progress, the Stop button appears. It allows the user to stop the erasure 
process. 

 
Fig.  3.47 Footer area  
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CHAPTER 4. USING CERTUS ERASURE SOFTWARE PRODUCT 

4.1. Preparing storage devices 

After a successful authentication, Certus main window is displayed. Certus Software will automatically 
display the storage device(s) connected to the erasing machine.  

 
Fig.  4.1 Main window with detected storage devices 

Please note that that the status of the storage device(s) connected to the erasing machine is Ready for 
erase in case no erasure operation has been performed on them, and Operated when at least one 
erasure operation has been performed on them. 

 

If a RAID controller is detected, a window appears with system info and RAID controller info. To 
dismantle the RAID array, click the Prepare button. To cancel the action, click the Cancel button. 
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Fig.  4.2 RAID controller detected 

After clicking Prepare button, a loading message appears. During the dismantle process the refresh 
icon is disabled (the user can’t refresh the device list until the dismantle process is completed). 

 

Fig.  4.3 Loading message 

4.2. Performing erasure 

The user can start the erasure process by selecting one or more storage devices from the detected 
storage devices table and by pressing the Erase button located in the footer area.  A confirmation 
dialog with a list of the selected storage devices, erasure pattern and erasure verification percentage 
appear. To start the erasure process, click the Erase button. To cancel the action, click the Cancel 
button. 

Please note that pressing the Erase button will automatically reduce the amount of the available 
licenses with the number of the selected storage devices. 
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Fig.  4.4 Erasure confirmation window 

If a SSD is detected and the erasure pattern is not ATA Secure Erase, another window appears. To 
confirm the erasure with current pattern, click Erase. To cancel the action, click Cancel. 

 
Fig.  4.5 SSD Erasure confirmation window 

4.3. Pause and resume erasure 

The user has the possibility to pause any erasure process, which is currently running, by clicking 
on the corresponding icon. 

The user has the possibility to resume any paused erasure, allowing the continuation of the 
erasure process, by clicking on the corresponding icon. 
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Please note that a paused erasure can only be continued in the current session of Certus Erasure. If the 
user reboots the machine or if it is by any means power cycled, the erasure cannot be continued. 

4.4. Canceling erasure 

During the erasure of one or more storage devices, the user can cancel the process at any time by 
clicking the Stop button. A confirmation dialog with a list of storage devices with ongoing erasures 
appears. To stop the erasure process, select the desired device(s), then click the Stop button. To cancel 
the action, click the Cancel button. 

 
Fig.  4.6 Cancel erasure confirmation dialog 

4.5. Checking erasure results 

In order to examine the results, at the end of an erasure, click on the Hexviewer 
button. 

4.6. Saving erasure reports 

After a successful or failed erasure, from the header area, click on the View 
report button and then on the Save button, detailed in chapter 3.1.13. 

All Certus erasure reports are digitally signed by the application to assure their authenticity. The user 
can check their digital signature. After saving the erasure reports and opening them with Adobe Reader 
(for Windows operating systems), the following message should be displayed: “You are currently 
viewing a signed version”.  

The upload of the reports on Certus Erasure Web Manager is based on the automatic verification and 
validation of the digital signature. 



 

Revision 2.9/19.06.2018 38 

CHAPTER 5. DATA ERASURE REPORT 

The erasure report is an important component, as part of the erasure and hardware identification 
processes carried out by Certus Erasure. The document serves as a certified evidence that the 
application conducted erasure and/or hardware related operations on the host machine. 

The Certus Erasure Data Erasure report is divided in three main sections, which are described in the 
following chapters; these sections are:  

• Document Information; 

• System Hardware Information; 

• Storage Device Information. 

The first time a report is generated is when the user logs into the application. After the user boots the 
software and authenticates, Certus Erasure starts an identification process to detect the system 
configuration before any erasure operation is started. The program generates a hardware audit report, 
which contains only document and hardware information; this report is then updated after certain 
operations take place: an erasure process is finished (successful or not) or identification of hardware. 
For each erasure process finished, an additional Storage Device Information section is added to the 
report. 

5.1. Document Information 

The Document Info is the first section of the report and contains document related information like the 
identification number, the date of the report, the operator which performed the operations and the 
software version.  

Important to note here is the report date field which is constantly updated after each erasure process 
is finished or after hardware changes are detected by the software (like plugging new devices).  

The Document Info section is generated when a working session begins (after user login). 

5.2. System Hardware Information 

The System Hardware Info is the second section of the report and represents the hardware audit part 
of the document. This section contains the main hardware components of the system, identified by 
Certus Erasure: manufacturer, chassis type, model, serial number, motherboard, UUID, BIOS, 
processor, memory, graphics card, sound card, network adapter, optical drive, storage controller, 
storage device, peripheral ports and battery.  

The System Hardware Info section is generated at the beginning of and during of a working session if 
hardware changes are detected.  

5.3. Storage Device Information 

The Storage Device Info section is the last part of the report. For each erasure process started, a Storage 
Device Info section is added to the report; if no erasure process took place, the report contains only 
document and hardware info.  
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Each storage device block is divided in two main areas as follows: 

• Device Information – it presents the main characteristics of the operated device (e.g.: vendor, 
type, size, sectors etc.);  

• Erasure Information – contains all the details of the erasure process (e.g.: erasure pattern and 
verification, start time and end time, duration, sectors related info, erasure status etc.).  

5.3.1. Hidden areas in a drive 

The Host Protected Area (HPA) is a feature set implemented by some ATA conforming devices allowing 
for the possibility of reducing the number of addressable sectors, thus creating an area on the device 
hidden from view using regular access. The operations that can be conducted on this area are specific 
to the HPA feature set.  

The Device Configuration Overlay (DCO) is a feature set implemented by some ATA conforming 
devices allowing for the possibility of changing several configuration items from different feature sets 
implemented by the device. Among these configuration items is the number of addressable sectors, 
thus allowing for the creation of another form of hidden area on the device. The operations that can 
be conducted on this area are specific to the DCO feature set.  

If the device has a hidden area (HPA or DCO) before the erasure, the appropriate field (HPA or DCO) in 
the Device Information section will contain information following the pattern: ‘X/Y Enabled’, where X 
and Y are the lower and higher ends of the hidden area. For example, if a device has 1000 addressable 
sectors, a HPA of 100 sectors and a DCO of another 100 sectors, the fields in Device Information would 
appear as: ‘Sectors: 1000’, ‘HPA: 1000/1100 Enabled’, ‘DCO: 1100/1200 Enabled’.  

If there are hidden areas enabled on the device, it's total capacity is the greatest number of sectors 
between the fields ‘Sectors’ and the Y values of the fields ‘HPA’ and ‘DCO’ from the Device Information 
section.  

In the Erasure Information section, there is a field ‘Sectors’ holding information about the number of 
total sectors that have been erased. If, in the example above, the software successfully deletes the 
hidden areas, then the field ‘Sectors’ in the section Erasure Information will hold the value 1200 which 
is the maximum capacity of the device.  

5.3.2. Remapped sectors 

The number of reallocated sectors is a parameter of S.M.A.R.T. which in turn is a feature set 
implemented by some ATA conforming devices. Devices implementing this feature set and supporting 
the reallocated sectors parameter mark the sectors where it encounters a read/write/verification error 
as ‘reallocated’ and transfers the data to a special reserved area (spare area). Thus, the data then 
resides on a fresh sector, while the one which encountered an error is hidden from view.  

Although the remapped sector remains hidden, it may still contain user data. The standard ATA 
interface does not allow access on a reallocated sector, thus, when erasing a device with remapped 
sectors, Certus Erasure will produce a report with a status ‘Erasure finished with warning (Remapped 
sectors: X)’ where X is the value of the remapped sectors after the erasure. It is important to note that 
those remapped sectors were not erased by Certus.  
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Recommendation: A positive value of this parameter could indicate imminent drive failure. Do not 
repurpose a drive with a positive value of this parameter without refurbishment.  
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CHAPTER 6. ERASURE PATTERNS 

The following are the erasure standards (patterns) supported by Certus Erasure Software: 

Pattern Description 

Standard overwrite Single pass over each sector writing 0x00. 

British HMG IS5 Baseline Pass over each sector once writing random value. 

British HMG IS5 
Enhanced 

Pass over each sector 3 times writing 0x00, 0xFF and a random value. 

Bruce Schneier Pass over each sector 7 times, writing 0xFF, 0x00 and then five times 
random values. 

Canadian OPS-II Pass over each sector 7 times, writing 0x00, 0xFF, 0x00, 0xFF, 0x00, 0xFF 
and a random value. 

Gutmann Algorithm Pass over each sector 35 times, writing random values the first four 
times, then respectively write 0x555555, 0xAAAAAA, 0x924924, 
0x492492, 0x249249, 0x000000, 0x111111, 0x222222, 0x333333, 
0x444444, 0x555555, 0x666666, 0x777777, 0x888888, 0x999999, 
0xAAAAAA, 0xBBBBBB, 0xCCCCCC, 0xDDDDDD, 0xEEEEEE, 0xFFFFFF, 
0x924924, 0x492492, 0x249249, 0x6DB6DB, 0xB6DB6D, 0xDB6DB6 and 
another four times random values. 

German VSITR Pass over each sector 7 times writing 0x00, 0xFF, 0x00, 0xFF, 0x00, 0xFF 
and 0xAA. 

NAVSO P-5329-26 Pass over each sector 3 times writing 0x00, 0xFF and a random value. 

NCSC-TG-025 Pass over each sector 3 times writing 0x00, 0xFF and a random value. 

NSA 130-2 Pass over each sector 2 times writing a random value. 

Russian GOST R 50739-
95 

Pass over each sector 2 times writing 0x00 and a random value. 

US Air Force 5020 Pass over each sector 3 times writing 0xFF, 0x00 and a random value. 

US DoD 5220.22-M Pass over each sector 3 times writing 0x00, 0xFF and a random value. 

ATA Secure Erase Standard overwrite* 

* Warning! To be used only with Solid State Drives (SSD). Firmware based erasure. Once the erasure 

process is started with this pattern, it cannot be stopped. 
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CHAPTER 7. KEYBOARD SHORTCUTS 

7.1. Generic controls 

7.1.1. Tab key  

The Tab key moves the focus inside a window, element to element, from left to right, top to bottom 
(except from the two tables from the main window and the table with the erasure pattern description 
from the settings window, where shifting is done with two arrows - up and down). By combining the 
Shift-key with Tab-key (Shift + Tab), the direction is reversed (goes backwards: from right to left, 
bottom to top). If the focused component is a button, a checkbox or a radio button, the focus is 
highlighted with a rectangle. If the focused component is a text area, the focus is highlighted with a 
low opacity yellow color. If the focused component is a table, the focused row is highlighted with a 
border. 

7.1.2. Arrow keys  

Whenever the focus is: 

• On an area that contains a horizontal and/or vertical scroll-bar (Report View, Help window, 
EULA window, Settings window, table with operated devices, table with erasure history, etc.): 

o The arrow keys can be used to go up/down/left/right inside that area. 

• On a drop-down list (list of erasure patterns, list of languages, list of drives from Hex Viewer, 
list of drives from Stop window, etc.): 

o The arrow keys can be used to scroll those lists.     

• On a slider's handle (verification percentage slider, current sector slider): 
o The arrow keys can be used to move the handle.  

• On a wi-fi list of connections, it will move between the available connections.  

 

7.1.3. Home key  

In the Settings window and the Hexviewer window, the Home key moves the handle to the home 
position. In an expanded drop-down list, it selects the first item.  

7.1.4. End key  

In the Settings window and the Hexviewer window, the End key moves the handle to the end position. 
In an expanded drop-down list, it selects the last item. 

7.1.5. Space bar  

Whenever the focus is: 

• On top of a checkbox or on top of a radio button: 
o The Space bar selects/deselects it. 

• On a row of a table with connected drives: 
o The Space bar selects/deselects it.  

• On top of a button: 
o The Space bar pushes it.  

 

Tab ↹ 

← ↑ ↓ → 

Home 

End 

Space 
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7.1.6. Enter key  

• In the Login window: 
o The enter key pushes the login button. 

• Whenever the focus is on an element of an expanded drop-down list: 
o The Enter key selects that element.  

• Whenever the focus is on a wi-fi connection from the wi-fi list: 
o The Enter key expands/contracts that connection.  

7.1.7. Ctrl + Enter key +  

Whenever the focus is on a wi-fi connection from the wi-fi list, this key combination will attempt to 
connect to the focused wi-fi connection. 

7.1.8. Esc key  

Whenever the focus is:  

• On top of an expanded drop-down list: 
o Escape key collapses it. 

• Inside an open window (pop-up, dialog): 
o Escape key closes it without saving any change (equivalent to Cancel/Close).  

7.2. Specific controls 

7.2.1. F1 key  

Pushes the Help button (opens the Help window).  

7.2.2. F2 key  

Pushes the View Report button (opens the View Report window).  

7.2.3. F3 key  

Pushes the Settings button (opens the Settings window).  

7.2.4. F4 key  

Pushes the Hexviewer button (opens the Hexviewer window).  

7.2.5. F5 key  

Pushes the Report an issue button (opens the Report an issue window). 

7.2.6. F10 key  

Pushes the Shutdown button (opens the Shutdown confirmation window).  

7.2.7. Shift + F10 key +  

Pushes the Shutdown button in the Shut Down confirmation window (shuts down the system).  

7.2.8. Ctrl + A key +  

This key combination selects/deselects all drives for erasure.  

Enter ↵ 

CTRL Enter ↵ 

Esc 

F1 

F2 

F3 

F4 

F5 

F10 

SHIFT F10 

CTRL A 
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7.2.9. Ctrl + R key +  

This key combination pushes the Refresh button (in the main window refreshes the list of connected 
drives, in the Save Report window refreshes the connected removable devices).  

7.2.10. Ctrl + Shift + R key + +  

This key combination pushes the Refresh lot list button. (in the report save  window downloads from 
CEWM the lot list and replaces the local list with it). 

7.2.11. Ctrl + E key +  

This key combination pushes the Erase button (opens the Erase confirmation window).  

7.2.12. Ctrl + Shift + E key + +  

This key combination pushes the Erase button in the Erase confirmation window (starts the erasure).  

7.2.13. Ctrl + O key +  

This key combination pushes the Stop button (opens the Stop confirmation window).  

7.2.14. Ctrl + Shift + O key + +  

This key combination pushes the Stop button in the Stop confirmation window (stopping selected 
devices).  

7.2.15. Ctrl + S key +  

This key combination pushes the Save button (in the View Report window opens the Save Report 
window, in the Save Report or Report an issue windows saves report to the external device, in the 
Settings window saves the changes).  

7.2.16. Ctrl + U key +  

This key combination pushes the Upload button in the Save Report window (uploads the report on the 
server).  

7.2.17. Ctrl + P key +  

This key combination pushes the Prepare RAID Controller button (starting the dismantle process).  

7.2.18. Ctrl + V key +  

This key combination pushes the Validate button (sends device password to the ATA Secure Erase 
process).  

7.2.19. Ctrl + F key +  

This key combination pushes the OK button in the Unfreeze dialog. 

7.2.20. Ctrl + G key +  

This key combination pushes the Generate button in the Report an issue window. 

CTRL R 

CTRL SHIFT R 
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CHAPTER 8. CONTACT 

If you have any questions or if you need our help don’t hesitate to submit a technical support ticket 
using the following link: 

https://support.certus.software/servicedesk/customer/portal/1 

For more information about the latest data erasure products and for contact details, visit Certus 
website using the following link: 

https://www.certus.software 

We are always looking for ways to improve our products and services. If you have any suggestions, 
please provide us with your feedback! 

  

https://support.certus.software/servicedesk/customer/portal/1
https://www.certus.software/
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CHAPTER 9. DOCUMENT REVISIONS 

Date Revision History Revision Class Comments 

21/10/2016 1.0 Major - Initial version. 

09/02/2017 1.1 Minor - Updated images; 
- Updated page layout; 
- Added information about “Report an issue”;  
- Added information about new “Settings” window. 

02/03/2017 1.2 Minor - Replaced buttons from “Contact” chapter with links. 

15/03/2017 1.3 Minor - Added information about “Screensaver”; 
- Added information about “Hasp key”. 

05/04/2017 1.4 Minor - Added “General information” chapter; 
- Updated information. 

07/04/2017 1.5 Minor - Added information about “Handle password 
protected devices” and “Unfreeze DCO and Security 
Features”. 

25/04/2017 2.0 Major - Added information about “Pause and resume 
erasure”, “Digital signature of reports”, “Internet 
connection icon”, “Update ISO”; 
- Updated information. 

12/05/2017 2.1 Minor - Improved the grammar and meaning of certain 
parts of the text. 

12/08/2017 2.2 Minor - Added information about “Wi-Fi button”, “Digital 
fingerprint”; 
- Updated pictures and information. 

21/09/2017 2.3 Minor - Added information about “Automatic procedures”; 
- Updated pictures and information. 

23/11/2017 2.4 Minor -Updated information about “Automatic 
procedures”; 
-Added information about “RAM monitoring”,” 
Automatic issue report”; 
-Updated pictures and information. 

15/01/2018 2.5 Minor -Updated content. 

31/01/2018 2.6 Minor -Updated information about “Update Media”; 
-Updated information about “Report”; 
-Updated pictures and information. 

20/03/2018 2.7 Minor -Updated information about lots. 

23/04/2018 2.8 Minor - Updated information about erasure status; 
- Added information about the erasure report, 
hidden areas and remapped sectors. 

19/06/2018 2.9 Minor - Updated content; 

 


