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CHAPTER 1. GENERAL INFORMATION

Please note that after successfully using the product on your storage devices, all the data contained
will be destroyed in such way that it will be impossible to be recovered by any existing method or tool.
After performing the Certus erasure procedure, your storage devices will be perfectly usable.

1.1. Certus Erasure installation prerequisites

Minimum system requirements to run Certus Erasure:
e x86 or x86-64 Pentium 4 or equivalent machine;
e 512 MB RAM memory;
e USB port;
e VGA video card (minimum screen resolution: 1024x768);
e Active Ethernet connection (optional for HASP solution).

Software requirements:

e CertusErasure-X.X.X.iso file downloaded from Certus Software Web Manager (CEWM) - an
online application used to store and manage Certus erasure reports
https://cloud.certus.software;

e USB Flash drive;

e Computer running Microsoft Windows, Linux or MacOS family operating systems.

For Windows operating system, the user should install Win32 Disk Imager from
https://sourceforge.net/projects/win32diskimager and use it to write Certus Erasure ISO image. For
Linux and MacOS operating systems, the user should identify the USB flash drive in a terminal, unmount
it and write Certus Erasure I1SO image. A detailed description of the installation steps can be found in
the Quick User Guide document, which can be downloaded from CEWM.

1.2. Certus Erasure online solution

Certus Erasure Web Manager (CEWM) is a management tool designed to integrate functionalities
related to the erasures procedures performed through the Certus Erasure application.

The tool serves as a centralized control point, which manages users, erasure licenses and data erasure
reports generated by Certus Erasure. Its usage offers clients the online solution to:

e create, edit, delete a group/user;

e transfer group/user data;

e check group/user activity;

e assign licenses to users;

e transfer licenses between users;

e suspend or activate user accounts;

e create, edit or delete a template erasure report;
e edit, delete, export reports;

e check report properties.
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For more information regarding the CEWM tool please consult Certus Erasure Web Manager User
Manual. To get access to this user manual, you must login into the CEWM tool from the link:
https://cloud.certus.software and the select the Downloads module.

1.3. Certus Erasure offline solution

The offline solution, recommended by the Certus team, is represented by the HASP (Hardware Against
Software Piracy) key. It is a management solution which enables the use of Certus Erasure software
enforcing software protection and licensing.

To use the offline solution, first, the user must insert the HASP key into a USB slot on a computer and
then login into the Certus Erasure application. The application will automatically start if the HASP key
is recognized and validated by the application.

For more details regarding the HASP Key refer to the HASP Key User Guide available on CEWM.

NOTE: No internet connection is required while operating with the Certus Erasure software through
the HASP key.

NOTE: A HASP Key solution is available on request at the contact@certus.software email address.

NOTE: It is highly recommended for the user to periodically check, at least once a week, for the latest
version of Certus Erasure. Because of the lack of internet connectivity, the software is unable to check
the latest version as it does in case of the online solution, therefore the operation must be done
manually. To do this, access the Downloads module from CEWM (https://cloud.certus.software) and
check the available software versions. If there’s a higher version than the one you’re currently using,
please download it and use it to create a new bootable USB Flash Drive. Please check the Quick User
Guide which can be found on the same page and follow the instructions presented in it to learn how
you should use the Certus Erasure ISO image properly.

1.4. Recommendations for the user

The person using this software is advised to follow the guidelines offered by Certus team in the
documents stored on CEWM, Downloads module — Certus Erasure Manual, Certus Erasure Quick User
Guide and Certus Erasure Web Manager Manual.

WARNING:
The user can copy, install, access and benefit from using Certus Erasure Software, during the license
term, only for his own internal operations.

The user shall:

e ensure that the Software is installed on designated equipment(s) only;

e keep a complete and accurate record of the use of the Software;

e notify Certus Software GmbH as soon as it becomes aware of any unauthorized use of the
Software;

e not use or access the Software if he is or becomes a direct competitor of Certus Software
GmbH, except with Certus Software GmbH prior written consent or for purposes of
competitive benchmarking or similar purposes;
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e not be allowed to commercially exploit the Software in any way;

e not produce any derivative works based on, any part of the Software for any reason or
purpose;

e not be entitled to license, sublicense, sell, resell, transfer, assign, distribute, rent, to the
maximum extent such restriction is permitted by applicable law;

e comply with all applicable data protection laws and not use the Software in contravention
with such laws.
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CHAPTER 2. LOGIN SCREEN

When Certus Erasure has booted successfully, the login screen is shown. The following credentials are
asked for: username, password and customer code.

The login screen also contains Wi-Fi, Internet connection, Help, Settings and Shutdown buttons.
Please refer to Wi-Fi button, Internet connection icon, Help button, Settings button, Report an issue
button and Shutdown button chapters for more information.

m
m= CertusErasure
=

LOG IN

SUPPORT

Fig. 2.1 Login screen
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CHAPTER 3. CERTUS ERASURE USER INTERFACE

The Certus Erasure user interface is divided into three main areas as follows: the header area, the work

area and the footer area.

[ ]
== CertusErasure

Number of detected storage devices: 6

VENDOR

Toshiba MQOLABD32W
Samsung SAMSUNG PMB1
Seagate ST49506)P

Hitachi HGST3250EQOL

TP 20
) AR T T

VIEW/SAVE REPORT HEXVIEWER

REPORT

Erasure pattern: Standard Overwrite

SERIAL NUMBER

SATA 20 GB

SATA 10 GB

SATA 234 GB

SATA 442 GB

9FFSDSHG
SOMZMNEABADD211
MIMRQWH

HAKBETSKEHLL

Number of operated storage devices: 5
VENDOR
Hitachi HGST3250EQ0L

Samsung SAMSUNG SDD PMS9

Seagate

ST49508)P

Work area

SERIAL NUMBER
SATA 442 GB HAKBE7SKEHLL
SATA-USB 219 GB SOEMABAOLLLL

SATA 234 GB MIMRQWH

STATUS END TIME
Erased 01.03,2017 11:29:45
Erased 01.03.2017 11:29:45

Erased 01.03.2017 11:24:37

Samsunag SAMSUNG FM81 SATA 10 GB SOMZNEABACD211 Erased 01.03.2017 11:20:53 |~¥

selected (4 being

Fig. 3.1 The user interface

3.1. Header area

The header area contains information about the software in use, such as the software name and the
version. The username and the available licenses are displayed on the left side of the header area,
along with a button to refresh them. Wi-Fi button, Internet connection button, Help button, Settings
button, Report an issue button, Shutdown button, date and time, View Report button and Hexviewer
button are displayed on the right side of the header area.

[ ]
== CertusErasure

VIEW/SAVE REPORT

HEXVIEWER

Fig. 3.2 Header area
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3.1.1. User and licenses

e’

R IS DIC KOl This section of header area contains the username and the total
number of the available licenses of the currently logged in person. The button next to it will allow you
to initiate a request to CEWM for refreshing the settings and the number of available licenses.

3.1.2. Wi-Fi button

The user can connect to the internet through a Wi-Fi network by selecting the first button from the top
right side of the main window from CE application. Then, after selecting the “Turn on wi-fi interface”
function, a list with all the Wi-Fi available networks will appear in the Wi-fi menu. After selecting a Wi-
Fi network, If the network is secured you will need to provide a password to connect to it, otherwise
the system will connect automatically to the related Wi-Fi network. Once you're connected, the WI-FI
network will be marked with blue.

NOTE: The machine on which Certus Erasure runs must have a Wi-Fi card.

|
mm= Certus Erasure
- m

‘ connection 1

‘ connection 2

‘ Connection_3

‘] Connection 4

SUPPORT

Fig. 3.3 Password window for wi-fi

3.1.3. Internet connection icon

Certus Erasure monitors the internet connection and offers a set of icons, which shows its status,
located in the header area. The user can, at any time, hover the mouse on the displayed icon to read
the status of the internet connection.

For an active internet connection and a successful connection to Certus server, the icon will be
a white checkmark on green background.
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In case of a detected internet connection with a problematic connection to Certus server, the
icon will be a white exclamation mark on yellow background. For this situation, the user is asked

to click on the icon for resetting the internet connection. If this action is successful, the icon will become

green,

if not, it will remain the same. For the second case, the user must check the settings of the

router or call the support number displayed on Certus Software website www.certus.software.

3.1.4.

3.1.5.

The icon will be a white “x” on red background in case the software cannot reach the cloud
server. There are three different scenarios which can cause this issue:

The machine is not connected to a network — you should plug a network cable in the erasure
machine or check for faulty cables;

DNS resolution fails — you should check your network configuration;

The cloud server is malfunctioning — you should contact Certus Software support immediately.

Help button

Click on the Help button to open a window in which the Certus Erasure User Manual is displayed
for the current version of Certus Erasure.

CERTUS ERASURE USER MANUAL

Bookmarks:
W CONTENTS
B 3.1, Header area
W 3,11, User and fcenses
B 3.1.2 Help butten
be

[ EBAS Rapart button

B 3.1.8. Hexviewer butten

[P ork area

Datacted storage devices
operatad storage devices

W 3.1, Praparing aga devicas
W 4.2, Performing

B 3.4, checking

Search text:

Seenc ] e

[ Case-sensitive [ Cumuslative
L whaole words anby LIshow pages

Certus Erasure

User Manual

for villo

Fig. 3.4 User Manual window

Settings button

The Settings button function is organized in 4 tabs:

General with settings for language, digital fingerprint, screensaver and update ISO
functionality;

Erasure where the user can set the erasure pattern and the verification percentage;

Proxy where the user can choose how to connect to internet: with or without proxy.

Auto where the user can set several options related to automatic procedures.

Note that in the login screen the available tabs are General and Proxy. In the main interface the
available tabs are General and Erasure. The Auto tab is available at all times, but it’s options can only
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be modified in the presence of a HASP key. Alternatively, those settings can be changed in the CEWM
and at the next login in Certus Erasure, they will be imported from the CEWM.

3.1.5.1. Language and keyboard tab

SETTINGS

General

Chonse the language ta be displayed
Languagse

English |-
Digital fingerprint
Screensaver
{pelate madin Choose the keyboard layout to be used
[English (United States) |+
Erasura
Praxy
Burd
Settings
Login
Wi=Fi

SAVE CANCEL

Fig. 3.5 Settings — Language tab
The user has the possibility to change the display language (which takes effect immediately) and
between different keyboard layouts.
3.1.5.2. Digital Fingerprint tab
When enabled, Certus Erasure will digitally sign each storage device that is erased successfully. The

digital signature consists of the following information:

e the time at which the erasure procedure took place;
e the name and the verification percent of the pattern that was used to erase the storage device;
e the version of the software that has been used;

SETTINGS

General

when enatled, the apploation wil sutomaticaly perform & digital fingerprint on 2ach storage dewce that 15

Language arasad successhully

Rigital fingarprin [ IEnable Digital Fingerprint
Scresnsaver

Update media

Proxy

Auta

SAVE CANCEL

Fig. 3.6 Settings — Digital fingerprint tab
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After performing an erasure procedure, the user has the possibility to verify if the digital fingerprint
took place. To do this, the user must select the Hexviewer button from the CE main window. Then in
the “HEXVIEWER Tool” window, the user must select the storage device from the list and selector
sector 0 to be displayed. In the ASCII table the information that has been signed on the storage device
can be seen.

HEXVIEWER TOOL

Use this tool to view the data stored on each HDD sector.

Selected storage device

|H¢achiHCC543232A7A380-E20342BLOHQ3P(320 GB) |'|

g:lll o / 3 N

Hexadecimal data for current sector (512 bytes)

|Start address - Hexadecimal content - ASCIl content |

GO00E00E00 A4f 1f Sa 01 c8 4e Sc b7 80 82 7a b7 08 85 5c b7 00 00 00 00 G2 00 G0 GO | O . 2 . . NN . . .z . . % . . . . . . . .. |
0O00EO0E1E e0 dO ca bf 9d bb 93 1c dc 9d e4 00 c8 4e 5c b7 B0 82 7a b7 G0 00 00 GO | . . . . . . . .. ... NY . .z .. .. |
0EEEEOEE30 00 00 00 00 0L 00 00 00 64 03 00 00 78 9h 78 b7 60 98 78 b7 eB B84 04 08 | . . . . . . . . d .. L O S |
0OEOOD004E 38 ed4 Sc b7 70 54 68 69 73 20 564 65 75 69 63 65 20 68 6L 73 20 6268565 | 8 . v . pThis device has bee |
0EEO0DG06E Ge 20 65 72 61 73 65 64 20 61 74 20 31 37 2e 30 38 2e 32 30 31 37 3a 31 | n erased at 17.08.2017:1 |
0OEO0DG0TE 32 3a 35 37 20 75 73 60 6e 67 20 53 74 61 6e 64 61 72 64 20 4Ff 766572 | 2: 57 wusing Standard Over |
00OOODOE90 77 72 69 74 65 2c 20 77 69 74 58 20 61 20 31 25 20 76 65 726965 79 20 | wr it e with a 1% werify |
00EO0D00aS 70 65 72 63 65 6e 74 61 67 65 2e Od Oa SO 6f 77 65726564 20627920 | percentage . . .Powered by |
00EODDR0CE 43 65 72 74 75 73 45 7261 7375 7265 20 33 22 38 2 3204 03 0000 00 | CertusErasure 3.8.2. .. .. |

GO00E000dE 60 00 G0 00 00 00 00 00 00 00 60 00 G0 00 00 00 00 00 00 00 60 00 G0 G0 | . . . . . . . . . . . . . |
CO00EEEETO B0 00 G0 00 00 00 00 00 B0 00 B0 00 G0 00 00 00 00 00 00 00 B0 00 G0 B0 | . . . . . . . . . . o« o v e |
CO00EOCLO8 B0 00 G0 00 00 00 00 00 B0 00 B0 00 B0 00 00 00 00 00 00 00 B0 00 G0 B0 | . . . . . . . . . . o« o v e |
0OEEOOEL20 00 00 00 00 G0 00 00 00 G0 00 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . .« .« .« v v v v v v e e |
0OEOONGL3E 00 00 00 00 G0 00 00 00 G0 60 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . .« .« .« v v v v v e |
0OEEONELS0 00 G0 00 00 G0 00 00 00 GO0 60 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . .« .« .« v v v v v v v e |
00OOODOLEE 00 00 00 00 G0 00 00 00 G0 00 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . . v« v v v v v v v v e e |
00OOODO180 00 00 00 00 G0 00 00 00 G0 00 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . . .« v v v v v v v e e e |
00EEONE19E 00 00 00 00 G0 00 00 00 G0 00 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . .« .« « v v v v v v e |
0OEEO00LbE 00 00 00 00 G0 00 00 00 G0 00 00 G0 00 00 00 00 00 00 G0 00 00 00 00 00 | . . . . .« .« v v v v v v v e e |
GO00E00LcE 00 00 G0 00 00 00 00 00 00 00 60 00 G0 00 00 00 00 00 00 00 60 00 G0 G0 | . . . . . . . . . . . . . o |
C0000E00Le0 B0 00 G0 00 00 00 00 00 B0 00 B0 00 G0 00 00 00 00 00 00 00 B0 00 B0 B0 | . . . . . . . . . .« o v e e |
0EEEEOELTE 00 00 00 00 00 00 ca bf e

Fig. 3.7 Sector 0 of a digitally signed storage device

3.1.5.3. Screensaver tab

The user has the possibility to modify the following screensaver options:

e enable or disable screensaver by checking or unchecking the corresponding box.

e enable or disable the digital fingerprint feature.

e choose the way to clear the warning flash which notifies the errors of the erasure processes;
the user has the option of clearing it after screen reinitialization or after the erasure report is
saved.

e choose the information displayed regarding the progress of the erasure process — progress
referenced to the longest time-consuming device (furthest device from finishing) or progress
referenced to the shortest time-consuming device (closest device to finishing).

e choose the time-out - number of seconds before screensaver display; time cannot be less than
5 seconds; the default value is 60 seconds.
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SETTINGS

General

When enabled, the scresnsaver will appear on your manitor with a status of the erasure process
Language
_|Enable screensaver
Digital fingerprint

. screensaver reinitialization

Clear warning flash after:

‘® Report saved

I Furthest device fram finishing
@ Closest device to finishil

Time-out: Lol seconds.

SAVE CANCEL

Fig. 3.8 Settings — Screensaver tab

3.1.5.4. Erasure tab

The erasure tab contains the main settings which are used when wiping devices: erasure pattern and
verification.

Certus Erasure currently provides 14 erasure patterns which are detailed in the ERASURE PATTERNS
chapter. The verification setting lets the user set a percentage of the overwritten data to be verified,
in order to be sure that the erasure process successfully took place; the verification value can be set
from 1% to 100%, the default being 1%.

NOTE: Please pay attention when configuring the erasure settings, and set the appropriate values
according to the chosen standard and your internal security requirements, before starting the erasure
process.

SETTINGS

General Choose the pattern you want to use for the erasure process

Language Standard Overwrite |+

L . R The verification process starts after the erasure has been completed
Digital fingerprint

VERIFICATION
Screensaver

o . 1%
Update media
[ see ________wemewvae |
Erasure 1 cunn |
Proxy
Auto

SAVE CANCEL

Fig. 3.9 Settings - Erasure tab
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A proxy can be configured for connecting to the internet through it in the proxy tab. Note that if the
connection to the proxy server requires authentication, they must be completed in the respective

fields.

SETTINGS

Genaral

Language

Digital fingerprint

Scrasnsaver

Update media

® No proxy
. Manual proxy settings:
Host name: Port:

| Proxy requires explicit authentication

Usarnamea

Password

SAVE CANCEL

Fig. 3.10 Settings - Proxy tab

3.1.5.6. Automatic procedures tab

SETTINGS

General
Language
Digital fingerprint
Scresnsaver

Update medis

The automatic settings can only be modified in the presence of a HASP key or on the CEWM!
Automatically digitally sign the storage device
automatically unfreeze
Automatically send erasure report

Automatically start erasure after login:

[ Automatically erase S50's with ATA Secure Erase

(delay in seconds)

Select the erasure report name pattern:

SAVE CANCEL

Fig. 3.11 Settings - Auto settings tab

The Auto Settings tab provides the user with the following options:

e Automatically digitally sign the storage device
o When enabled, the application will automatically perform a digital fingerprint on each
storage device whose erasure has finished with success;

Revision 2.9/19.06.2018
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e Automatically unfreeze

o When enabled, the application will automatically perform an unfreeze operation when

detecting a storage device which is FROZEN;
e Automatically send erasure report

o When enabled, the application will automatically upload the erasure report after each
erasure that finishes;

e Automatically start erasure after logging in

o When enabled, the application will automatically select all the storage devices in the
table and start an erasure on each of them;

o If the user whishes this automatic erasure procedure to be delayed with a certain
period, he can set up an optional delay in seconds. The application will display a window
with a countdown timer related to that delay, and allow the user to either stop the
automatic erasure or allow it to continue.

AUTOMATIC ERASURE

Automatic erasure enabled, begining process in:

12 seconds

MNote: Pressing the STOP button will stop the automatic erasure,
pressing the CANCEL button will close this window but allow
automatic erasure to continue.

CANCEL

Fig. 3.12 Automatic erasure window

e Automatically erase SSD with ATA Secure Erase
o When enabled with the automatic erasure, the application will automatically perform
the ATA Secure Erase on all the storage devices that are SSD’s;
e Customize the report name
o When enabled, the document ID of the erasure will be set with the following format:
= Serial number of the motherboard on which the application is running
= Underscore character (_)
= Serial number of the first storage device in the table
o Incasethere are no storage devices detected, the last part will be comprised of a default
value “no_storage device”.

Note: The options above can be modified either on CEWM, if the operator has been provided with the
ability to edit his automatic settings (if not, they can be set by the administrator), either on Certus
Erasure if the operator has used a HASP key to log in.

The Auto Login tab provides the user with the possibility to save the credentials on the media, so that

the next time the application boots up, it will automatically try to log in with those credentials. When
choosing to save the credentials, Certus will verify if the credentials are valid and only if they pass the
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validation they are saved on the media. The user also has the possibility to clear the credentials from
the media.

‘ SETTINGS

General

Username \

Language

Password \

Digital fingerprint

|
|
Customer code | |
J

Screensaver Delay: [5

Update media
Save credentials Clear credentials

Proxy

Auto

Settings

Lo;in

Wi-Fi

‘ SAVE CANCEL

Fig. 3.13 Settings - Auto login tab

If the application detects saved credentials on the media, it will display a window in which the user has
the possibility to stop the automatic login procedure.

AUTOMATIC LOGIN

Automatic login enabled, begining process in:

27 seconds

Mote: Pressing the STOP button will stop the automatic login,
pressing the CANCEL button will close this window but allow
automatic login to continue.

CANCEL

Fig. 3.14 Automatic login window

Note: After clearing the media, a reboot is required for the change to take place.

The Auto Wi-Fi tab provides the user with the possibility to save the information used to connect to a
wireless network, so that the next time the application boots up, it will automatically try to connect to
that wireless network. When choosing to save the credentials, Certus will verify if the wireless network
is present and attempt to connect to it. If the connection succeeds, then Certus will save the data on
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the media, if the connection fails, it will not save the data and inform the user that the network is
unreachable.

SETTINGS

Genaral

Language Wi-Fi Name
Password
Digital fingerprint

[1Show password
Scresnsaver

s

Froxy

Auto

Settings

SAVE CANCEL

Fig. 3.15 Settings — Auto Wi-Fi tab

Note: After clearing the media, a reboot is required for the change to take place.

3.1.6. Screensaver

The Certus screensaver shows the progress of all erasure processes on the computer.
It displays:

e the erasure progress bar;

e apercentage of the average progress of the erasure processes;

e the average time left to complete the erasure(s).

24% 24%

Estimated time left: ‘ ,f" Estimated time left:
24 min 24 min

Fig. 3.16 Screensaver — progress bar Fig. 3.17 Screensaver — progress bar with warning

If any errors occur during the erasure process, the screensaver will provide a notification of this by
shifting the color of the progress bar between grey (default color) and red.
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The screensaver provides a good overview of the result, whether all erasure processes are successful
(green icon) or at least one erasure process is failed/canceled (red icon).

Erasure was successful. Erasure was not successful.
Press any key. Press any key.

Fig. 3.18 Screensaver — Successful erasure Fig. 3.19 Screensaver — Failed erasure

3.1.7. Update ISO

SETTINGS

General

Bootup firmware mode Clear settings from media
Language

[UEFI (default) _vl [ Clear erasure settings

Digital fingerprint
| clear login settings

Sereensaver

Update media
il m

Proxy

[ Clear wifi settings

Aute

SAVE CANCEL

Fig. 3.17 Settings — Update Media

The application will verify if it is currently running the latest available version when the user logs in,
and in case it detects a newer version on the CEWS (Certus Erasure Web Server), it will notify the user
by displaying a pop-up in which he is prompted to update his version.

To update the Certus Erasure software, the user should press the F3 key (or click on the Settings icon),
and there go the Update Media section where he should choose the type of ISO to download (whether
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UEFI or BIOS). It is recommended to use the same type as he previously used for installing Certus
Erasure on the USB.

UEFI and BIOS represent two firmware interfaces for computers which are used at the startup of the
computer to initialize the hardware components and start the operating system stored on a storage
device. The difference between them resides in the way they boot up the system. The user is advised
to first try to use the BIOS ISO image. In case this fails, he should try the UEFI ISO image.

Note that the user also has the possibility to remove any type of stored automatic settings on the media
if he wants to. To remove them, the user must check any of the three boxes before pressing the
UPDATE MEDIA button.

After that, the user must make sure that the USB stick used to start Certus Erasure is still plugged into
the computer, and he should press the UPDATE MEDIA button. If no error occurs during the process
of updating the software, the user will be notified, after the process is finished, that the update is
successful and he should reboot the computer. The errors that can occur during the process are the
following:

1. Target mediais up to date!

This means that the user is already running the latest available version of Certus Erasure.

2. No target media connected!

This means that there is no USB stick with Certus Erasure installed on it currently plugged into the
computer. Please insert your USB stick with Certus Erasure installed on it.

3. Not enough RAM!

This means that the computer where Certus Erasure is running has an insufficient amount of RAM
available for the process to begin. The user is advised to use Certus Erasure on a computer with more
amount of RAM available.

4. Integrity check failed!

This means that the file that has been downloaded is corrupted and cannot be written to the disk. The
user is advised to reboot Certus Erasure and try again.

5. Target unmount failed!

This means that the USB stick plugged into the computer has failed to unmount itself. The user is
advised to use another USB port to plug the stick.

6. Too many target devices!

This means that there is more than one USB stick with Certus Erasure on it that are plugged into the
computer. The user is advised to remove all other USB devices and keep only one USB with Certus
Erasure installed on it.
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7. Download failed!

This means that an error has occurred during the download of the I1SO image. The user should check
his internet connection, reboot the computer and try again.

8. Write to target failed!

This means that an error has occurred during the writing of the ISO image to the USB stick. The user is
advised to use another USB slot for the USB device with Certus on it.

9. Target media unplugged during writing!

This means that the USB stick has been unplugged while the ISO image was still being written to it. The
user should not remove the USB device until the application notifies him that the update has taken
place.

3.1.8. Report an issue button

n If issues are found, they can be reported by pressing Report an issue button. Inside Report an
issue window, the user can write a description of the problem encountered while using Certus
Erasure.

REFORT AN ISSUE

Description *

* required 0 /255

CANCEL

Fig. 3.20 Report an issue — Description

Pressing the Generate button leads to an XML report which can be saved to a removable device or can
be uploaded to server.
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ORT AN ISSUE

Report name log_ 08 021713 58_43 176571228 xml

=7l version="1.0" encoding="UTF-8"7=
~reports=
=user_id=
=<username=vasea=/usernamea=
=customer_code=2=fcustomer_code=
=document_id=821745487 </document_id=
=date=08-02-17 1 3:58: 43 =/date>
=version=CertusErasure-3.8.0=/version=
=fuser_id=
=certus_issue_report=
=entries name="issug"=
=entry nam ser_comment"=3123 </entry=
<entry name="systermn_status"=
UEsDEBEQACAMAFhVS EDAAAAALAAAAMICEAAKABWADIBOLOHPRL SwOFSwr | GxM L SfMTHINThMD MiMT 2 NT exhj 23 QLAY JEVEyShw
Hi/4 Cwh BBAAAAAAE A MM ALK S W/ b SNL+ bPEKBvInkoEt s SUHDsALGHKsmMe g 2Itt 5sUEQUGRLSKYIt STIZPPr32pSktmizDg )+ spUhis vzt
WU+HBAEUyen20/5PlgsIPpCivl ldPzHWG 2MWTam SFGY amCjMaYl + GEadegySfhUPTHOrHEIHESHD 2] $j0S3AbccEopWUNTZL gjS2L3 26
SHpPY7306L1H/g4ah/dTUafz8ik LUUOTPLGIchawa TDhaRizigw ek PukySOa0EbtdoP 9Pzh 4u3 gftieHO o 1yAP P+ e 30 Crnl m2Kvws
hf8KDrO+1p+ 00ZFYj2beB7 7|8ctHAI7 4gkbug5|sh3R o4 lAHEYFPUWUTLSIS pUW|9S2VEDUK 21251 Wiynt SXLUZIZsOhgeccOt CWE Gt L O
b2 A+ WYFRLGDSyI3+ gDC4dnrHd sBiFbhe CHYELgEWmTueDIGF+ARW+ grmfoB+ dgebljtel1Hgz+ cwwl 1 + Sd5EHe 7 9d+ UGDYS0AZCZF
ashEghDft+ MalyS/KecnaTaMafpiudikoMLwS 1 tenoFFCgRWB GYESHymHgOys FluexlZ OneUOqDP NMEL 2KmgOFOKedEMaD + Kmi+ EyG
nrmSfE)Axal+ PALIPDIFTx0FielM/ret rm+ GClOSfmoo3few CFMLAx9 8B d+ O/KWS BewB Cwn 28GR25 cslwl]6F 24 Zuc gf 1 TiQAwwrAE GF S8k
OUzeiNph MY ydu QL2 5isSHHDXD B gIThWikiUKW e uAdMEUM 2 CYmeX 7 RYS SyMSrp ZDizikl el LLIae MOmT 4«5 00 s XMmS dMnN1Yschn
KzMERpkZEa+rjykhZrocZLeghnwinprdfEieChieezRk atBW1yCf4econhDy+ #0S820rS63eu35Mws 19 jbwwC Sclylkh3bPuldh ZbP 7w 7
G ThiwElCgLL2GLaDwl RtwehpzvE gt pagayoNyOWCThfSIRoP1y3 3miRpRédt sgruaPHoWMpnz+ 1PS 5w+ f30hj0AgRASENZ gOr
2rdkCrMsARweNAgBeXhHTUOZI00+8ZcASL20B briGad)/25gU/+ qQ0 3/ 0c DTO2W e 95aggqUplRi+ UNLymbdhal OFdubeMNPYUzIBhgPBEL
Stne ZHOWZN+ GKgmiIHKL drey g7 ALMODoQ 0P DMC LUV v A nd 0 3XFiK0+ u9zegf 2 STRROWyNY G QD4 1e 2 + Drvd TPNS IVEM + KT g+
E1MbDb2MpXekUBBQDIFLxGE OaWNEsNPIffEyiiZnHX310 2L+ 3+ TKKS 7 VBB ofk ESFWRlwlplHUW LN av R/cMOoFkBLyHVL 7 aSvHx+ Kgi3
TONASWWIGe93vOmsmSRNLa0PLeU7SYFFBLROr4mfrfdHLmbStLtpXlc28LpUebOrgm2gDeCuloSwasvLd 7HieDTo8StIKgUrpgXTre
ShrOs0H7 PYEBTOTHY|E1 a0 + ebidb 7PP SHRX /09 gd EXOLES 9yR30US/p 451 A M T feGUl PyhOFENI 6+ O + ip4 4 ZfngjbESLNEgELP GOUDD U
HBRfGDL30yOOh4gHCDIFcgnuEhSTUABARD 22 Oxaz8FUo3KbERYC) 2YHUAhDkSgn 3Reted Katce 24 Uw|SgAiMSpTELr ZBSFDEb S Ra0d
EJopjkW3Nj5e30EH48q7 1 cp2 oM RauSySwWCzFfuyuc GrlLuESgNgFSPdRAfSIZmE o3nG M7 MPhovt SYDNItFmkYWaswiS1HS[+ S
ZCgarmiell3291Xg 33035 3IrmavPIMwe GSL1 90980 Su/HKE 2yarldbIHLOwA/EYHS OunPitoil 9 53z mEQdDE SEMIwaw At A ENfyk HIWVU G
Do+ B+ ewE Y sHS3+ SmivihHEwvZwFIuADj04)SNonUfkwQ dkupYNG 4Ezy 3PmP DVewF N2 Doy Nd TewfLGWKO7 00 COSKSdCeKNE Tl |—
Nk rEhiRl et el =Y AC] YeRad AR 7AEFSAZ A1 HPRTOAINNHIHAYe AFE R 2D Oddiswd B A AR Fus Al LeamlDRs0iP RSy h 3et T

[+]

Select external device

| ~] ©

CANCEL

Fig. 3.21 Report an issue — XML report

If the upload to server or the saving to removable device is successful, one of the following windows
will appear:

Report uploaded successfully to server. Report saved successfully to external device,

Fig. 3.22 Report saved successfully to server Fig. 3.23 Report saved successfully to external device

If the upload to server or the saving to removable device is unsuccessful, one of the following windows
will appear:
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Report could not be sent to server Report could not be saved to external device.

CLOSE

Fig. 3.24 Report saved unsuccessfully to server Fig. 3.25 Report saved unsuccessfully to external device

3.1.9. Automatic issue report

Should the application encounter a critical error and crash or shut down, a log file will be automatically
created with the error details and the application will be restarted. After restarting, it will first present
to the user the option to upload to the CEWM or save the log and upload it on another computer so
that the Certus team can analyze it and come back with a resolution as to why the error occurred.

REPORT AN ISSLE

Flename: log 24 11 17_15 28 27 _272225552wm|

application crash detected,
Alog file was automatically created.
You can send it to the server or save it locally to upload it from another computer.

=Tl varsion="1,0" encoding="UTF-&" standalone="yas" 7> =
“repors
= user_jds=

=usarname=>Certus Usar sfusernama=

=customer_code=10000=/customer cade=

<emall=<iemal >

<document_ic=>240566529</document_id>

<date=24-11-17 13:24:05</dlate>

=varsion=CertusErasura-3.11, 0<iarsion=
=juser_ld=
<gerus jssue reports=
<entries name="issue">=
<entry Nama="User_comment"sLser commeant. </entrys
<entry nama="systam_status'=
UE5DEBQQCANWVESAAMHAMHACAAWMBW—bBBDLWFRlBaﬁ“BNM /BRI SFM T FFMCAIM K2 hizked ke CWVAVTIARN/K Q1 ad ZEN
\0\'nd-lebEEAAAmEMMAOxde3PIUpUD"leL‘ISENCmprP\AZQE-rn PJCYZEBIDCCZqLIpNLIfﬂthD'frBLUJGebTS2"]gEanEK\"ZUSNI
TC2LKVarva35LZPjlS/kdu udkMIdOIKGITOw Dl 3J6PCIpS+ iy IBE3 yalsSkZRkogSTRTDICumLIoifgriwe Gy 5w
I8)ac2|ZI0Fh7 dgStah Z9adPl TEA Th GAr FrHE = UUGEh 7261 BEECKBR b=xef3m| di+ kg mivHm e gwe [amknky
q98 uL‘JHKFlD3I08Okr42ru.fb\l'd3K_EvoDMhuE9PMaWOOLPGbIQ4muU—lNDgngEnpFQRQnUO2\-BIM7H|nLava§2NJSQIQ LR+ lelieLigkd
SLPkL KpZQ+UD/5ZILLgMSpPSID] EMKi IgDdd hIEEQ2EMNTT 3hEZ cSjMe 4 gOwsd idzY NI’SZYBgUQKd\r SWr26MApAe s ZWFRKI el AFxLy
M1 2yF eMHRSMCAC A5 [DWkSVIHWL pNWRT b De mivige 7 morEt s 4KDS I5Smi Ciak iHM &I Sywia UL D0y Takbo Uk OHMe
S4WmETzNENYSQLWCL NSsxSMugkN2DNHEWMT hdE 70+ Z CNF ObuBmEPwhBQ ZdG Dz50 wefSahFl ol 2uScKTRE CHD LAY OOIRUEBR T
Wi rifFPpNQZaMMoB+ BYL) E2a0g0HysEXCL KD EMCUxaENDUGRL LB Ky QOWoXd Z siLuirxbaTPIZvuys b7 dZ sik+ uvRrd
1pibSNBEmrwp 2GIE MEA1wMEDS ROrkvFpriyt SEDL 7GRN WO4GTIcmi BsP4yZMURIDWEII + Lbeyin3Z8 LSPWKTUIY O Brnt SYIEMMrIE
=8)/Pi+ Brvzgdhik'y'gA/gEgqluAl 2md 1 naSedMSI0w ZuFLKNIrmuk HESlIsuiiMePYUGGRDrw 0 TN pLOGOLD cRPrzoP+ SqKUFgppAcBES4
QGACYW oK+ BmKPWISHKD|gAI0ZHEA ZYmkjasGR1VF| YSBILGTWZIbnhi Gl Okhd4G0+ AZ + LhIB|S GhOHZUBE VS 251 TTTRMAIZHIGSKDIZ

W+ LIFFEwLIFvwApIpLwe YWQBSS MiwZ] Isrh py3GWTLXSCEbgLEDS  iNweaMkOWT Daasiy VgpCYR4HKD inLiruk/N T 9miy8 3P gkTalz2T|
sdwkzFVhe|azCkH5yFX_1vE'.'rm.v\75r-J>GuuwnKoF\«'FRE|ZESDDch'\‘DvUEsH.Z?aClsD+FBoow1Ksc'OSLQIthwlnd?M:UJETPBwij,-BauG

OODSTHE+I9513GR0LEdADSERRr ZIKLermiX T Rl 30RIGT 2gnhakivE PROIp4TMA j RbdGhhT+]1 i ?estBMw fﬁLf
TPLEtMULETCHNA JkRTE GxiM DaLpAUE mpy Bjg vl b LV2C Y L SveWNE D 9B 1 g U7 dboeyH
EBh Bt |SyYzhuwzww|Z 2|FLAd SaLyUAh Arky NEbwOMEoVelawzDAOvF SHERkM L MUNTIZESUros] rHLDeuerBIaHBDhMlOIH rdxkpiga
uITWE0GhELIZ]] LM RELITATKntmAG 66 okjUsmp ) G105 0w s DkDSUGVTLs02D 46VZPUARGNVaEY] Gvt -+ a0uYTGRUGN | <
praac AP L P 1 o M Bl L 7 11+ FABip sy =1 4 1 = 32 P B ]
Selart drive
T ~
| = <
UPLOAD SAVE CANCEL

Fig. 3.26 Automatic issue window

Note: This issue window will appear before the login window.

3.1.10. RAM monitoring

The application constantly monitors the available RAM and should it ever encounter a situation where
the amount of available RAM is insufficient, it will notify the user to save or upload the report and
reboot the machine.
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ERROR

A\

Warning! Ram consumption is critical!
Upload/save the report and then reboot the machine!

CLOSE

Fig. 3.27 RAM notification window

3.1.11. Shutdown button

To shut down the machine click the Shutdown button. The user can confirm the shutting down
of the machine by pressing Shutdown button or cancel the action by pressing Cancel button.

The Reboot button allows restarting the machine on which Certus Erasure software is running

To access this function, the user should press the Shutdown button, from the header Area and then
click on the Reboot button from the new opened window.

The Log off button allows the user to log off the current account and go back to the Login window.

To access this function, the user should press the Shutdown button, from the header Area and then

click on the Log off button from the new opened window.

SHUTDOWN CONFIRMATION

WARNING
CertuseErasure will SHUT DOWN/REBOOT/LOGOFF the computer.

All the running processes will be STOPPED!

O C = CANCEL

Fig. 3.28 Shutdown dialog

If one or more erasures took place and no report has been saved, a different pop-up window appears.
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If the user clicks the Shutdown or the Reboot button, the action will be confirmed, but no
report will be saved;

If the user clicks Save button, he will be redirected to Save report dialog;
e |[f the user clicks Cancel button, the action will be canceled.

SHUTDOWN CONFIRMATION

A

WARNING

There is unsaved erasure report information.
Please use SAVE button before shutting down (reboot) the system.

Warning: Any unsaved data to either local or remote destination will be lost!

SAVE

CANCEL

Fig. 3.29 Shutdown confirmation dialog

3.1.12. View Report button

_ Pressing this button opens the Data Erasure Report. The report contains detailed
VIEW/SAVE REPORT information regarding:

e the document - document ID, report date, software version, operator and custom fields;

e the system hardware - information about the erasure machine;
e the erasure - information about erased device(s) and erasure process results.

Revision 2.9/19.06.2018 26



=h-<-= Certus Software

VIEW/SAVE REPORT

DATA ERASURE -
- -
REPORT !=<_ CertusErasure
-
DOCUMENT INFO =
DOCUMENT ID: 155888260 OPERATOR: CertuS
REPORT DATE: 24.11.2017 12:20:47 (+0200) SOFTWARE VERSION: 3.11.0
REMARKS CUSTOMI:
CUSTOMZ: CUSTOM3:
CUSTOM4: CUSTOMS:

SYSTEM HARDWARE INFORMATION

VMware-56 4d 56 63 11 8a d8 b7-86 38 2d

MANUFACTURER: VMware, Inc. SERIAL HUMBER: D ot 55 56 53
) Intel Corporation; 440BX Desktop

CHASIS TYPE Other MOTHERBOARD Reference Pl n |

MODEL: VMware Virtual Platform SYSTEM IDENTIFICATIOH{UUID): 63564D56-8A11-B7DB-8638-2D0DA5558683

B105 Phoenix Technologies LTD; Version: 6.00; Release date: 07/02/2015

MEMORY SLOT 1 Not Specified: 2048 MB: Unknown; DIMM; DRAM - EDO

MEMORY SLOT 2 Not Specified; 512 MB; Unknown; DIMM; DRAM - EDO

MEMORY INFO: Total memory: 2.5 GB; Number of memory slot: 128

GRAFHICS CARD VMware SVGA Il Adapter

SOUND CARD: Not present

METWORK ADARTER: Advanced Micro Devices, Inc. [AMD] 70c070 [PCnet32 LANCE]; 00:50:56:2d:57:30; 102.168.72.150; 102.168.72.2;

255.255.255.0
OPTICAL DRIVE NECVMWar: Model: VMware IDE CDR10: Revision: 1.00 ]
SAVE CANCEL

Fig. 3.30 View report window

To download the report, select the “SAVE” button, otherwise select “CANCEL”.

After selecting the “SAVE” button, a popup window appears (“SAVE Report”) which gives the

opportunity to the user to do the following:

assigning a lot ID for the report (for more details regarding the lots refer to the CEWM User
manual)

o the refresh button next to the list of lots will synchronize the list of lots from CE with
the one from CEWM;

uploading the report to the Certus Erasure Web Manager (CEWM) application

fill any of the custom fields (note that the name of the custom fields is by default “Custom 1...”
but if the operator changes the name of these fields on CEWM, those changes will be reflected
in the application and instead of “Custom 1..” it will display the name set on that field on
CEWM);

downloading the erasure report to an external removable device in XML, PDF or HTML format

selecting the status of the erasures included in the report:
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o “Successful only” - will include in the report only the erasures that have been finished
successfully;

o “All “will include in the report every erasure, including the ones that were not finished
successfully;

SAVE REPORT

File name:

Custom1l \ |

Custom2 ‘ |

Custom3 \ |

Custom4 ‘ |

Custom5 \ |

Assign lot ID: | ---------- |v| —~

Specify report destination:

@ Upload on server

Certus Erasure Web Manager [Upload the erasure report to remote management server. It can be found later on
https://icloud.certus.software.]

) Save on removable device

Select drive: | | |

Select file format: Erasures included into PDF: @ All

FOF A HTHL 0 Successful only

UPLOAD CANCEL

Fig. 3.31 Save Report window

If the upload to server/saving to removable device is successful, one of the following windows will
appear:

Report uploaded successfully to server, Report saved successfully to external device.

CLOSE

Fig. 3.32 Report saved successfully to server Fig. 3.33 Report saved successfully to external device

If the upload to server/saving to removable device is unsuccessful, one of the following windows will
appear:
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VAN

Report could not be sent to server Report could not be saved to external device,
CLOSE CLOSE
Fig. 3.34 Report saved unsuccessfully to server Fig. 3.35 Report saved unsuccessfully to external device

3.1.13. Hexviewer button

This button shows the visual content of a storage device in hexadecimal format.
HEXVIEWER .
Hexviewer allows the user to see the hex-format pattern of the erasure result.

HEXWIEWER TOOL

Use this tool to view the data stored on each HDD sector.

Saloced storage devics

[umwvare wirtual SATA Hard Drive-000DO0DI0OODIODODACL (3 GE) [+]

E

Hexadecimal data for current sector {512 bytes)

Btart address - Hexadedmal content - ASCI content

CEBOAGIA0 F OF OO B0 6O G0 G0 0F 0F OO B0 B0 A0 G0 20 00 08 BD B G0 60 89 05 0F

CEBGIAGILE GF OF OO 6D 6O G0 G0 00 0F OO B0 B0 G0 G0 24 00 00 BD B 60 60 89 05 0F

CEROOA0IA0 8 08 0D b0 0D G0 G0 00 0O OO b BD 90 G0 99 00 00 B3 B G0 G0 89 09 09

QApDOADIIE 4 04 00 DO DO 6D 6D Od Od Q0 DO DO 6D 6D Od Od QO DO DO 6D 6D 6d Od Od

QApDOADIED Od 04 OO DO DO 6D 6D Od Od OO DO DO 6D 6D Od Od QO DO DO 6D 4D 6d Od Od

QApDOADo7E Od 04 00 DO DO 6D 6D Od Od OO DO DO 6D 6D Od Od QO DO DO 6D 6D 6d Od Od

CADDIADIED 00 03 00 0D DD GD G0 00 00 00 DD DD aD a0 80 03 00 DD 0D an an ad 0d 0

CADDIADTER 00 00 00 DD DD G0 G0 00 03 00 DD DD a0 a0 80 00 00 DD 0D an an ad 0d 0 |
CADDIADIeD 00 00 00 0D DD GD G0 00 03 00 DD DD a0 a0 00 03 00 DD 0D an an ad 0d 0 |
CENGOAGGIR 06 06 00 0D 00 G0 G0 06 06 00 0D 0D 60 60 99 04 0O 0D B 60 60 69 0F 0

CEBORAGATD GF OF G0 6O 6O G0 G0 0F 0F OO B0 B0 G0 G0 20 00 08 BD B 60 60 89 05 0F

CERGOAGIAR GF OF OO B0 GO G0 G0 0F 0F OO B B0 G0 G0 20 00 08 B B 60 60 89 05 0

CEBGAGLI0 GF OF G0 6D 6O G0 G0 0F 0F OO B0 B0 G0 G0 99 00 08 B3 B 60 60 89 05 0F
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CLOSE

Fig. 3.36 Hex viewer

3.2. Work area

Work area contains:
e the graphic description of the 3-step process - Prepare, Erase, Report;
e the table of information regarding the detected storage devices;
e the current lot and pattern that have been selected;
e the table of information regarding the operated storage devices.
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.
Erasure pattern: Standard Overwrite s

Humber of detected storage devices: 6

SERIAL NUMBER

MQOLABDIZV 20 GB

[ Samsung SAMSUNG PM31 HOD SATA 1068 SOMZNEABADOZ11
Seagate ST49506/P HDD SATA 234 GB MIMAGWH
L _Htachi _HGST3250E001 _HDD_ SATA  442GB_ HAKBGTSKEMLL

Humber of operated storage devices: 5

VENDOR MODEL TYPE RUS SIZE SERIAL NUMBER STATUS END TIME

Hitachi HGSTIZE0EQOL HOD SATA 442 GB HAKEGT SEEHLL Erased 01.03.2017 11:25:45 1=
i Samsung SAMSUNG 500D PMOD SDD  SATAUSE 210GE SOEMABAOLILL Erased 01,03, 2017 11:25:45

Seagate ST49506)P HDD SATA 234 GB MIMRWH Erased 01,03, 2017 11:24:37

Fig. 3.37 Work area

3.2.1. Detected storage devices

The total number of the detected storage devices, the currently used lot and erasure pattern and the
refresh button are present on top of the table.

The user can select in CEWM a default lot to be assigned to it’s account so that it is automatically
selected by the application after logging in. If there is no default lot selected, then the lot label will not
be visible after logging into the application. The user can assign a lot from the “Save Report” window.
See View Report button section. After a lot is selected, it will be displayed above the detected storage
devices. The user can also click on the lot and it will automatically open the “Save Report” window so
another one can be selected.

The table contains information about the storage devices detected by the erasure machine: vendor,
model, type, bus, size, serial number and status. The status column presents erasure information:
percentage, speed, pass and time left.

For multiple erasures, the user can select all drives using the checkbox located at the top right corner
of the table.

. s ]
Number of detected storage devices: 6 Lot: 123456789 Erasure pattern: Standard Overwrite &

VENDOR SERIAL NUMBER STATUS

Toshiba MQO1ABD32V HOD SATA 20 GB 9FFSDSHG

Samsung SAMSUNG PMB1 HDD SATA 10 GB SOMZMEABAOOD211

Seagate ST49506)P HOD SATA 234 GB MIMRQWH

Hitachi HGST3250EQ01 HOD SATA 442 GB HAKBE7SKEHLL

Fig. 3.38 Detected storage devices

The erasure process cannot be performed on password protected devices or freeze locked drives.
Certus Erasure shows these statuses by displaying the “locked” icon in red color for frozen drives and
in yellow color for password protected devices.

VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS O

Western Digital WDC WD5000L12X-21U)GTO HDD SATA-USB 516 GB WD-WX41A54)2877 Frozen @

Fig. 3.39 Freeze locked storage device
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[

VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS O
SanDisk SanDisk SDSSDA120G HDD SATA-USE 120 GB 155332400821 Password protected

Fig. 3.40 Password protected storage device

The user is invited to remove the password protection by clicking on the yellow icon. The window that
appears allows typing the password and validating it. If the user is not aware of a password being set
on the drive, it is recommended to check the documentation of the storage device in question or
contact the drive manufacturer/provider.

Device is currently locked with password,
Please type the password and press Validate button.

VALIDATE CANCEL

Fig. 3.41 Password removal

Certus provides the overview of the removal result, whether it is successful or unsuccessful (wrong
password or failed password removal).

Device successfully unlocked Wrong password.

Please retry with the correct password.

Fig. 3.42 Successful password removal Fig. 3.43 Wrong password
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Password attempt count exceeded.
Press the OK button to perform the unfreeze operation and allow
further password attempts, If that doesn't work, reboot the
machine or power cycle the device,

CANCEL

Fig. 3.44 Failed password removal

Certus detects if at least one of the drives about to be erased is freeze locked. When a drive is freeze
locked, Certus notifies the user by displaying a red lock icon. Pressing this icon and clicking the ok
button from the new opened window, will prompt Certus to perform an unfreeze operation which will
power cycle the machine (the machine is put to sleep, the screen blanks out for a couple of seconds
and then the machine is woken up). As the machine is power cycled, Certus attempts to remove the
freeze locks on all locked drives at once. If this process is successful, the red icon will be removed for
all the locked drives.

Device is currently frozen.
Press the OK button to perform the unfreeze operation.
The system status will change to "Suspend to RAM" for a short
period.

CANCEL

Fig. 3.45 Device is frozen

Caution! On some hardware configurations, the screen might not turn back on due to the fact the
machine is not waking up properly/at all. This can be caused by the machine’s underlying hardware,
such as the motherboard, its BIOS or graphical device(s). The erasure process is either interrupted or
continues in the background, however the user will not be able to save any report in the latter case.

3.2.2. Operated storage devices

The total number of operated devices is placed on top of the table.
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The table provides data about the operated storage devices: vendor, model, type, bus, size, serial
number, status, end time of the operation.

Status messages can be:

e Erased —the storage device was successfully erased;
e Erasure finished with warning — the storage device was successfully erased but warnings
occurred:
o Remapped sectors were not erased.
Note: For further guidelines on remapped sectors, please check Remapped sectors
chapter.
e Interrupted by user — the erasure process was stopped by the user (Note that if the erasure
process was started, all the data on the storage device is compromised);
e Interrupted by program — the erasure engine encountered a critical error when initializing or
during erasure process;
e Disconnected — the storage device was disconnected during the erasure process;
e Not erased — the storage device has hidden areas (HPA/DCO) that are not accessible or the
storage device contains failed sectors.

Number of operated storage devices: 5

VENDOR SERIAL NUMBER STATUS END TIME

Hitachi HGST3250EQOL HDD SATA 442 GB HAKBE7 SKEHLL Erased 01.03.2017 11:25:45
Samsung SAMSUNG SDD PM29 spD SATA-USE 219 GB SOEMABAD1I11 Erased 01.03.2017 11:29:45 H
Seagate ST48506)P HDD SATA 234 GB MIMROWH Erased 01.03.2017 11:24:37
Samsung SAMSUNG PME1 HDD SATA 10 GB SOMZMEABACGOZ211 Erased 01.03.201711:20:53 |~

Fig. 3.46 Operated storage devices

3.3. Footer area

The lower left corner of the section contains system information: station name, number of CPUs, CPU,
CPU frequency, RAM.

The status of the erasure process, presented next to system information box, shows if the device(s)
is/are:

e in progress of being erased;

e successfully erased;

e failed to be erased.

The lower right corner of the section contains Erase button which allows the erasure process to start.
If one or several erasures are in progress, the Stop button appears. It allows the user to stop the erasure
process.

Fig. 3.47 Footer area
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CHAPTER 4. USING CERTUS ERASURE SOFTWARE PRODUCT

4.1. Preparing storage devices

After a successful authentication, Certus main window is displayed. Certus Software will automatically
display the storage device(s) connected to the erasing machine.

|
=
mw CertusErasure

m version 3.1L.0

VIEW/SAVE REPORT HEXVIEWER

~
Humber of detected storage devices: 8 Erasure pattern: firitish HMG 1S5 Baseline &

O =g

Samsuny 9 Certus SATA 10068 Serial 1003 Ready for erase

samsung certus SaTA 100 68 Serfal 1004 Ready for erase
Samsung Centus SATA 100 68 Seria_ 1005 Ready for erase
Samsung Certus 100 68 Serial 1005 Ready for erase
Samsung Certus SATA 100 68 serial 1007 Ready for erase
Samsung Certus SATA 10068 Serial 1008 Ready for erase

Samsung Certus SATA 10068 Serial 1003 Ready for erase

HHHH:
g

sameung Certus SATA 100 68 Sefial 1010 Ready for erase

Fig. 4.1 Main window with detected storage devices

Please note that that the status of the storage device(s) connected to the erasing machine is Ready for
erase in case no erasure operation has been performed on them, and Operated when at least one
erasure operation has been performed on them.

If a RAID controller is detected, a window appears with system info and RAID controller info. To
dismantle the RAID array, click the Prepare button. To cancel the action, click the Cancel button.
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RAID controller detected

System info RAID Controller info
Manufacturer. Dell MNumber of controllers: 1
Model: Dell Adwd00 AX40052B Mega Raid: 1

Smart Array: 0

The software has detected storage devices connected to above RAID controller.
In order to access them directly, the controller needs to be prepared.

Warning!

By pressing PREPARE RAID CONTROLLER button,
the existing RAID array configuration will be altered!

PREPARE CANCEL

Fig. 4.2 RAID controller detected

After clicking Prepare button, a loading message appears. During the dismantle process the refresh
icon is disabled (the user can’t refresh the device list until the dismantle process is completed).

Wait to complete RAID dismantle... THEEE

PREPARE AS REPORT

Number of detected storage devices: 0 Erasure pattern: Standard Overwrite

Fig. 4.3 Loading message
4.2. Performing erasure

The user can start the erasure process by selecting one or more storage devices from the detected
storage devices table and by pressing the Erase button located in the footer area. A confirmation
dialog with a list of the selected storage devices, erasure pattern and erasure verification percentage

appear. To start the erasure process, click the Erase button. To cancel the action, click the Cancel
button.

Please note that pressing the Erase button will automatically reduce the amount of the available
licenses with the number of the selected storage devices.
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WARNING

By pressing the ERASE hutton all the data from the selected storage devices will
be permanently erased.

By pressing the ERASE button you also accept the end user license agreement.

Click here to view ELLA

Toshiba 9FFSDSHG 20 GB

Samsung SOMZNEABA00211 10 GB
Seagate MIMRQWH 234 GB

Hitachi HAKB&75KEHLL 442 GB
WesternDigital MHMERETXZY 65 GB
Samsung SOEMABAO1111 219 GB

Erasure pattern: British HMG IS5 Baseline.  Erasure verification: 1%

ERASE CANCEL

Fig. 4.4 Erasure confirmation window

If a SSD is detected and the erasure pattern is not ATA Secure Erase, another window appears. To
confirm the erasure with current pattern, click Erase. To cancel the action, click Cancel.

It is recommended that Solid State Drive (SSD) devices are
erased with ATA Secure Erase pattern.
Click CANCEL to choose ATA Secure Erase pattern or
click ERASE to continue erasing with current pattern.

ERASE CANCEL

Fig. 4.5 SSD Erasure confirmation window

4.3. Pause and resume erasure

I I The user has the possibility to pause any erasure process, which is currently running, by clicking
on the corresponding icon.

The user has the possibility to resume any paused erasure, allowing the continuation of the
F erasure process, by clicking on the corresponding icon.
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Please note that a paused erasure can only be continued in the current session of Certus Erasure. If the
user reboots the machine or if it is by any means power cycled, the erasure cannot be continued.

4.4. Canceling erasure

During the erasure of one or more storage devices, the user can cancel the process at any time by
clicking the Stop button. A confirmation dialog with a list of storage devices with ongoing erasures
appears. To stop the erasure process, select the desired device(s), then click the Stop button. To cancel
the action, click the Cancel button.

WARNING

The erasure processes will be INTERRUPTED on
the following storage device(s).
Device(s) erased with ATA secure erase pattern can not be interrupted.

[v] Toshiba 9FFSDSHG 20 GB

[ Samsung SOMZNEABA00211 10 GB
[] seagate MIMRQWH 234 GB

[] Hitachi HAKB675KEHLL 442 GB

[l westernDigital MHMERETXZY 65 GB
[]Samsung SOEMABAO1111 219 GB

STOP CANCEL

Fig. 4.6 Cancel erasure confirmation dialog

4.5. Checking erasure results

In order to examine the results, at the end of an erasure, click on the Hexviewer
HEXVIEWER button

4.6. Saving erasure reports
After a successful or failed erasure, from the header area, click on the View
VIEW REPORT ’ ’
_ report button and then on the Save button, detailed in chapter 3.1.13.
All Certus erasure reports are digitally signed by the application to assure their authenticity. The user
can check their digital signature. After saving the erasure reports and opening them with Adobe Reader

(for Windows operating systems), the following message should be displayed: “You are currently
viewing a signed version”.

The upload of the reports on Certus Erasure Web Manager is based on the automatic verification and
validation of the digital signature.
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CHAPTER 5. DATA ERASURE REPORT

The erasure report is an important component, as part of the erasure and hardware identification
processes carried out by Certus Erasure. The document serves as a certified evidence that the
application conducted erasure and/or hardware related operations on the host machine.

The Certus Erasure Data Erasure report is divided in three main sections, which are described in the
following chapters; these sections are:

e Document Information;
e System Hardware Information;
e Storage Device Information.

The first time a report is generated is when the user logs into the application. After the user boots the
software and authenticates, Certus Erasure starts an identification process to detect the system
configuration before any erasure operation is started. The program generates a hardware audit report,
which contains only document and hardware information; this report is then updated after certain
operations take place: an erasure process is finished (successful or not) or identification of hardware.
For each erasure process finished, an additional Storage Device Information section is added to the
report.

5.1. Document Information

The Document Info is the first section of the report and contains document related information like the
identification number, the date of the report, the operator which performed the operations and the
software version.

Important to note here is the report date field which is constantly updated after each erasure process
is finished or after hardware changes are detected by the software (like plugging new devices).

The Document Info section is generated when a working session begins (after user login).

5.2. System Hardware Information

The System Hardware Info is the second section of the report and represents the hardware audit part
of the document. This section contains the main hardware components of the system, identified by
Certus Erasure: manufacturer, chassis type, model, serial number, motherboard, UUID, BIOS,
processor, memory, graphics card, sound card, network adapter, optical drive, storage controller,
storage device, peripheral ports and battery.

The System Hardware Info section is generated at the beginning of and during of a working session if
hardware changes are detected.

5.3. Storage Device Information

The Storage Device Info section is the last part of the report. For each erasure process started, a Storage
Device Info section is added to the report; if no erasure process took place, the report contains only
document and hardware info.
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Each storage device block is divided in two main areas as follows:

e Device Information — it presents the main characteristics of the operated device (e.g.: vendor,
type, size, sectors etc.);

e Erasure Information — contains all the details of the erasure process (e.g.: erasure pattern and
verification, start time and end time, duration, sectors related info, erasure status etc.).

5.3.1. Hidden areas in a drive

The Host Protected Area (HPA) is a feature set implemented by some ATA conforming devices allowing
for the possibility of reducing the number of addressable sectors, thus creating an area on the device
hidden from view using regular access. The operations that can be conducted on this area are specific
to the HPA feature set.

The Device Configuration Overlay (DCO) is a feature set implemented by some ATA conforming
devices allowing for the possibility of changing several configuration items from different feature sets
implemented by the device. Among these configuration items is the number of addressable sectors,
thus allowing for the creation of another form of hidden area on the device. The operations that can
be conducted on this area are specific to the DCO feature set.

If the device has a hidden area (HPA or DCO) before the erasure, the appropriate field (HPA or DCO) in
the Device Information section will contain information following the pattern: ‘X/Y Enabled’, where X
and Y are the lower and higher ends of the hidden area. For example, if a device has 1000 addressable
sectors, a HPA of 100 sectors and a DCO of another 100 sectors, the fields in Device Information would
appear as: ‘Sectors: 1000°, ‘HPA: 1000/1100 Enabled’, ‘DCO: 1100/1200 Enabled’.

If there are hidden areas enabled on the device, it's total capacity is the greatest number of sectors
between the fields ‘Sectors’ and the Y values of the fields ‘HPA’ and ‘DCO’ from the Device Information
section.

In the Erasure Information section, there is a field ‘Sectors’ holding information about the number of
total sectors that have been erased. If, in the example above, the software successfully deletes the
hidden areas, then the field ‘Sectors’ in the section Erasure Information will hold the value 1200 which
is the maximum capacity of the device.

5.3.2. Remapped sectors

The number of reallocated sectors is a parameter of S.M.A.R.T. which in turn is a feature set
implemented by some ATA conforming devices. Devices implementing this feature set and supporting
the reallocated sectors parameter mark the sectors where it encounters a read/write/verification error
as ‘reallocated’ and transfers the data to a special reserved area (spare area). Thus, the data then
resides on a fresh sector, while the one which encountered an error is hidden from view.

Although the remapped sector remains hidden, it may still contain user data. The standard ATA
interface does not allow access on a reallocated sector, thus, when erasing a device with remapped
sectors, Certus Erasure will produce a report with a status ‘Erasure finished with warning (Remapped
sectors: X)’ where Xis the value of the remapped sectors after the erasure. It is important to note that
those remapped sectors were not erased by Certus.
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Recommendation: A positive value of this parameter could indicate imminent drive failure. Do not
repurpose a drive with a positive value of this parameter without refurbishment.
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CHAPTER 6. ERASURE PATTERNS

The following are the erasure standards (patterns) supported by Certus Erasure Software:

Pattern Description

Standard overwrite Single pass over each sector writing 0x00.

British HMG IS5 Baseline | Pass over each sector once writing random value.

British HMG IS5 Pass over each sector 3 times writing 0x00, OxFF and a random value.

Enhanced

Bruce Schneier Pass over each sector 7 times, writing OxFF, 0x00 and then five times
random values.

Canadian OPS-II Pass over each sector 7 times, writing 0x00, OxFF, 0x00, OxFF, 0x00, OxFF
and a random value.

Gutmann Algorithm Pass over each sector 35 times, writing random values the first four

times, then respectively write 0x555555, OxAAAAAA, 0x924924,
0x492492, 0x249249, 0x000000, 0x111111, 0x222222, 0x333333,
0x444444, 0x555555, 0x666666, 0x777777, 0x888888, 0x999999,
OxAAAAAA, 0xBBBBBB, 0xCCCCCC, OxDDDDDD, OxEEEEEE, OxFFFFFF,
0x924924, 0x492492, 0x249249, 0x6DB6DB, 0xB6DB6D, 0xDB6DB6 and
another four times random values.

German VSITR Pass over each sector 7 times writing 0x00, OxFF, 0x00, OxFF, 0x00, OxFF
and OxAA.

NAVSO P-5329-26 Pass over each sector 3 times writing 0x00, OxFF and a random value.

NCSC-TG-025 Pass over each sector 3 times writing 0x00, OxFF and a random value.

NSA 130-2 Pass over each sector 2 times writing a random value.

Russian GOST R 50739- | Pass over each sector 2 times writing 0x00 and a random value.
95

US Air Force 5020 Pass over each sector 3 times writing OxFF, 0x00 and a random value.
US DoD 5220.22-M Pass over each sector 3 times writing 0x00, OxFF and a random value.
ATA Secure Erase Standard overwrite*

* Warning! To be used only with Solid State Drives (SSD). Firmware based erasure. Once the erasure
process is started with this pattern, it cannot be stopped.
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CHAPTER 7. KEYBOARD SHORTCUTS

7.1. Generic controls

7.1.1. Tab key (5]

The Tab key moves the focus inside a window, element to element, from left to right, top to bottom
(except from the two tables from the main window and the table with the erasure pattern description
from the settings window, where shifting is done with two arrows - up and down). By combining the
Shift-key with Tab-key (Shift + Tab), the direction is reversed (goes backwards: from right to left,
bottom to top). If the focused component is a button, a checkbox or a radio button, the focus is
highlighted with a rectangle. If the focused component is a text area, the focus is highlighted with a
low opacity yellow color. If the focused component is a table, the focused row is highlighted with a
border.

7.1.2. Arrow keys

Whenever the focus is:

e On an area that contains a horizontal and/or vertical scroll-bar (Report View, Help window,
EULA window, Settings window, table with operated devices, table with erasure history, etc.):
o The arrow keys can be used to go up/down/left/right inside that area.
e On adrop-down list (list of erasure patterns, list of languages, list of drives from Hex Viewer,
list of drives from Stop window, etc.):
o The arrow keys can be used to scroll those lists.
e Onaslider's handle (verification percentage slider, current sector slider):
o The arrow keys can be used to move the handle.
e On a wi-fi list of connections, it will move between the available connections.

7.1.3. Home key (Fome)

In the Settings window and the Hexviewer window, the Home key moves the handle to the home
position. In an expanded drop-down list, it selects the first item.

7.1.4. End key (29

In the Settings window and the Hexviewer window, the End key moves the handle to the end position.
In an expanded drop-down list, it selects the last item.

7.1.5. Space bar

Whenever the focus is:

e On top of a checkbox or on top of a radio button:
o The Space bar selects/deselects it.

e On arow of a table with connected drives:
o The Space bar selects/deselects it.

e On top of a button:
o The Space bar pushes it.
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Enter key

In the Login window:
o The enter key pushes the login button.

Whenever the focus is on an element of an expanded drop-down list:
o The Enter key selects that element.

Whenever the focus is on a wi-fi connection from the wi-fi list:
o The Enter key expands/contracts that connection.

Ctrl + Enter key (crr]-

Whenever the focus is on a wi-fi connection from the wi-fi list, this key combination will attempt to
connect to the focused wi-fi connection.

7.1.8.

Esc key

Whenever the focus is:

On top of an expanded drop-down list:
o Escape key collapses it.
Inside an open window (pop-up, dialog):
o Escape key closes it without saving any change (equivalent to Cancel/Close).

7.2. Specific controls

7.2.1.

F1 key

Pushes the Help button (opens the Help window).

7.2.2.

F2 key

Pushes the View Report button (opens the View Report window).

7.2.3.

F3 key

Pushes the Settings button (opens the Settings window).

7.2.4.

F4 key

Pushes the Hexviewer button (opens the Hexviewer window).

7.2.5.

F5 key ()

Pushes the Report an issue button (opens the Report an issue window).

7.2.6.

F10 key

Pushes the Shutdown button (opens the Shutdown confirmation window).

7.2.7. Shift + F10 key

Pushes the Shutdown button in the Shut Down confirmation window (shuts down the system).

7.2.8. Ctrl + A key

This key combination selects/deselects all drives for erasure.
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7.2.9. Ctrl + R key (cr)r)

This key combination pushes the Refresh button (in the main window refreshes the list of connected
drives, in the Save Report window refreshes the connected removable devices).

7.2.10. Ctrl + Shift + R key (FJ(s# )R]

This key combination pushes the Refresh lot list button. (in the report save window downloads from
CEWM the lot list and replaces the local list with it).

7.2.11. Ctrl +E key

This key combination pushes the Erase button (opens the Erase confirmation window).

7.2.12. Ctrl + Shift + E key

This key combination pushes the Erase button in the Erase confirmation window (starts the erasure).

7.2.13. Ctrl + O key ("9

This key combination pushes the Stop button (opens the Stop confirmation window).

7.2.14. Ctrl + Shift + O key (*J{s#F){o]

This key combination pushes the Stop button in the Stop confirmation window (stopping selected
devices).

7.2.15. Ctrl + S key

This key combination pushes the Save button (in the View Report window opens the Save Report
window, in the Save Report or Report an issue windows saves report to the external device, in the
Settings window saves the changes).

7.2.16. Ctrl + U key

This key combination pushes the Upload button in the Save Report window (uploads the report on the
server).

7.2.17. Ctrl + P key (TR 7]

This key combination pushes the Prepare RAID Controller button (starting the dismantle process).

7.2.18. Ctrl +V key

This key combination pushes the Validate button (sends device password to the ATA Secure Erase
process).

7.2.19. Ctrl + F key

This key combination pushes the OK button in the Unfreeze dialog.

7.2.20. Ctrl + G key

This key combination pushes the Generate button in the Report an issue window.
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CHAPTER 8. CONTACT

If you have any questions or if you need our help don’t hesitate to submit a technical support ticket
using the following link:

https://support.certus.software/servicedesk/customer/portal/1

For more information about the latest data erasure products and for contact details, visit Certus
website using the following link:

https://www.certus.software

We are always looking for ways to improve our products and services. If you have any suggestions,
please provide us with your feedback!
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CHAPTER 9. DOCUMENT REVISIONS

Certus Software

Date Revision History \ Revision Class Comments
21/10/2016 1.0 Major - Initial version.
09/02/2017 1.1 Minor - Updated images;
- Updated page layout;
- Added information about “Report an issue”;
- Added information about new “Settings” window.

02/03/2017 1.2 Minor - Replaced buttons from “Contact” chapter with links.

15/03/2017 1.3 Minor - Added information about “Screensaver”;

- Added information about “Hasp key”.

05/04/2017 1.4 Minor - Added “General information” chapter;

- Updated information.

07/04/2017 1.5 Minor - Added information about “Handle password
protected devices” and “Unfreeze DCO and Security
Features”.

25/04/2017 2.0 Major - Added information about “Pause and resume
erasure”, “Digital signature of reports”, “Internet
connection icon”, “Update ISO”;

- Updated information.

12/05/2017 2.1 Minor - Improved the grammar and meaning of certain
parts of the text.

12/08/2017 2.2 Minor - Added information about “Wi-Fi button”, “Digital
fingerprint”;

- Updated pictures and information.

21/09/2017 2.3 Minor - Added information about “Automatic procedures”;
- Updated pictures and information.

23/11/2017 2.4 Minor -Updated information about “Automatic
procedures”;

-Added information about “RAM monitoring”,”
Automatic issue report”;
-Updated pictures and information.

15/01/2018 2.5 Minor -Updated content.

31/01/2018 2.6 Minor -Updated information about “Update Media”;
-Updated information about “Report”;

-Updated pictures and information.

20/03/2018 2.7 Minor -Updated information about lots.

23/04/2018 2.8 Minor - Updated information about erasure status;

- Added information about the erasure report,
hidden areas and remapped sectors.

19/06/2018 2.9 Minor - Updated content;
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