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CHAPTER 1. INTRODUCTION

This document is a quick guide about how to create the bootable media containing Certus Erasure
product, from the downloaded ISO file and how to use it in order to fulfil its designed functionality —
completely erase the data contained on the storage devices attached to a computer.

Minimum system requirements to run Certus Erasure:

e x86 or x86-64 Pentium 4 or equivalent machine;

e 512 MB RAM memory;

e USB port;

e VGA video card (minimum screen resolution: 1024x768).
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CHAPTER 2. CREATING USB BOOTABLE DRIVE (WINDOWS)

Prerequisites:

1. Computer running Microsoft Windows family operating system;

2. CertusErasure-X.Y.Z.iso file and its SHA-256 hash which can both be found on Certus Erasure
Web Manager, under “Downloads” section;

3. USB flash drive;

4. Windows application “Win32 Disk Imager”.

2.1. Check the ISO file integrity

After downloading the Certus Erasure ISO file and before attempting to write it on the USB flash drive,
make sure that it is not damaged and has not been tampered with. There are many options that can
be used in order to achieve this, using online services or various tools; listed below are just a few
examples in no specific order, use any method you think is suitable for your case: HTMLS5 File Hash
Online Calculator, OnlineMD5, QuickHash GUI, HashTab.

Here is how the verification should work:

Step 1) Select the downloaded Certus Erasure 1SO file;

Step 2) Choose the SHA-256 hashing algorithm;

Step 3) Calculate the hash;

Step 4) Verify that the generated hash matches the file’s hash.

If the values do not match, the downloaded ISO file is NOT valid. In this case do not proceed with the
next steps and instead, download the file again and recheck. If the problem persists, please notify us
(see CONTACT section).

2.2. Installing Win32 Disk Imager

This tool is used to write the raw disk image (e.g. CertusErasure-3.8.0.iso) to the USB Flash drive. Below
are the steps needed to be completed in order to install it:

e Download the installer from https://sourceforge.net/projects/win32diskimager/;
e Start the installation process by double clicking on the downloaded file (e.g. Win32Disklmager-
0.9.5-install.exe);
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%2 Setup - Win32Diskimager — >

Welcome to the Win32DiskImager
Setup Wizard

This will install Win32DiskImager version 0.9.5 on your
computer,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

e Accept the EULA;

%2 Setup - Win32Disklmager —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

This program is licensed under the GHU GPL Version 2 License. Induded libraries  »
are licensed under GPL v2 and LGPL v2. 1 accordingly.

GMU GEMERAL PUBLIC LICEMSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyaone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed. hd

(@)1 accept the agreementt

{71 do not accept the agreement

e Follow the installation wizard in order to complete the process.
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%2 Setup - Win32Disklmager —

Installing
Flease wait while Setup installs Win32DiskImager on your computer.,

Extracting files...
C:\Program Files (x86)\ImageWriter\Qt5Core.dll

. Cancel 4

2.3. Using Win32 Disk Imager

e Insert target USB flash drive;
e Launch Win32 Disk Imager and select the target drive from the device dropdown list;

%2 Win32 Disk Imager — a x

Image File Device

| =] 1

Copy | [ ] MD5 Hash:

Progress

Version: 0.9.5 Cancel Read Write Exit

e Press the file icon (from Image File section) and select the type of the file as *.* from the
right dropdown list;
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;|
Select a disk image >
&« v A E s This PC 3 v & Search This PC o
Organize » E-~ ™ @
Folders (6 .
R
s Quick access olders (6)
B Desktop . - Desktop Documents
*Downloads -
Documents
=] Pictures » ‘ Downloads ﬁ Music
J'J Music
m Videos IEI Pictures E Yideos
@ OneDrive . .
~ Devices and drives (4)
E3 This PC Local Disk (C:) Local Disk (D)
I |
- USE (F) My ¥ 71,5 GB free of 145 GB My % 303 GE free of 319 GB
Y] Y]
File name: | v| I*'* v||
|Disk|maies ("'.imi*.IMG] I

e Browse for the Certus Erasure I1SO image file using Select a disk image window, select it and
press Open button;

e Press Write button and confirm the start of the writing process. It will transfer the selected
image to the selected USB storage device. The end of this process will provide a bootable
Certus Erasure USB flash drive, ready to be used.

%2 Win32 Disk Imager — a x
Image File Device
|C:,|'L.IsersfstefanfDownloadsICermsErasure.iso | | [F:1 hd |

Copy | [] MD5 Hash:

Progress

Version: 0.9.5 Cancel Read Write Exit
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CHAPTER 3. CREATING USB BOOTABLE DRIVE (LINUX)

Prerequisites:

1. Computer running Linux family operating system;

2. CertusErasure-X.Y.Z.iso file and its SHA-256 hash which can both be found on Certus Erasure
Web Manager, under “Downloads” section;

3. USB flash drive.

3.1. Check the ISO file integrity

After downloading the Certus Erasure ISO file and before attempting to write it on the USB flash drive,
make sure that it is not damaged and has not been tampered with. There are many options that can
be used in order to achieve this, using online services or various tools; listed below are just a few
examples in no specific order, use any method you think is suitable for your case: HTMLS5 File Hash
Online Calculator, OnlineMD5, QuickHash GUI, HashTab.

Here is how the verification should work:

Step 1) Select the downloaded Certus Erasure 1SO file;

Step 2) Choose the SHA-256 hashing algorithm;

Step 3) Calculate the hash;

Step 4) Verify that the generated hash matches the file’s hash.

If the values do not match, the downloaded ISO file is NOT valid. In this case do not proceed with the
next steps and instead, download the file again and recheck. If the problem persists, please notify us
(see CONTACT section).

3.2. Identify USB flash drive

To identify your USB flash drive, in a terminal you can type:

Boot Start End Sectors Size Id Type
* @ 417791 ¢ 204M @ Empty

3.3. Unmount USB flash drive

To unmount your USB flash drive, in a terminal type:

sudo umount /dewv/sddl
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3.4. Write Certus Erasure ISO image on USB flash drive

To write the ISO image to your flash drive, in a terminal type:

_ertusErasure.iso of=

Revision 2.5 —19/03/2018 10



=\=ﬁ-= Certus Software

CHAPTER 4. CREATING USB BOOTABLE DRIVE (MACQOS)

Prerequisites:

1. Computer running macOS family operating system;

2. CertusErasure-X.Y.Z.iso file and its SHA-256 hash which can both be found on Certus Erasure
Web Manager, under “Downloads” section;

3. USB Flash drive.

4.1. Check the ISO file integrity

After downloading the Certus Erasure ISO file and before attempting to write it on the USB flash drive,
make sure that it is not damaged and has not been tampered with. There are many options that can
be used in order to achieve this, using online services or various tools; listed below are just a few
examples in no specific order, use any method you think is suitable for your case: HTMLS5 File Hash
Online Calculator, OnlineMD5, QuickHash GUI, HashTab.

Here is how the verification should work:

Step 1) Select the downloaded Certus Erasure 1SO file;

Step 2) Choose the SHA-256 hashing algorithm;

Step 3) Calculate the hash;

Step 4) Verify that the generated hash matches the file’s hash.

If the values do not match, the downloaded ISO file is NOT valid. In this case do not proceed with the
next steps and instead, download the file again and recheck. If the problem persists, please notify us
(see CONTACT section).

4.2. Identify USB flash drive

To identify your USB flash drive, in a terminal you can type:

certus-MacBook-Pro:~ Admin% diskutil list

fdev/diski
H: TYPE MNAME SIZE IDENTIFIER
B: GUID_partition_scheme *64.0 GB disk@
1: EFI EFI 2B9.7 MB disk@sl
2: Apple_HFS MacBook Pro 63.2 GB disk@s2
3: Apple_Boot Recovery HD 650.28 MB disk@s3
fdev/diskl
#: TYPE MNAME SIZE IDENTIFIER
B: GUID_partition_scheme *28.2 MB diskl
1: Apple_HFS UMetbootin 20.1 MB disklsl
#: TYPE MNAME S5IZE IDENTIFIER
B: USBE *31.1 GB disk2

4.3. Unmount USB flash drive

To unmount your USB flash drive, in a terminal type:
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certus—-MacBook-Pro:~ Admin% diskutil unmount fdev/disk2
Volume USE on disk2 unmounted

4.4. Write Certus Erasure ISO image on USB flash drive

To write the ISO image to your flash drive, in a terminal type:

certus-MacBook-Pro:~ Admin% sudo dd if=Desktop/CertusErasure-3.5.1-UEFI.iso of=/dev/diskZ bs=4m
48+1 records in

49+1 records out

ZB761ER4E bytes transferred in 38.69556% secs (GT6E3T79 bytes/fsec)
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CHAPTER 5. USING CERTUS ERASURE PRODUCT

In order to use Certus Erasure on x86 systems, the host machine needs to be booted from the Certus
Erasure USB storage device. In this regard, the following steps need to be followed:

5.1. Preparation

Make sure the host system’s boot order (from BIOS) has the USB as the first booting option;
Plug in Certus Erasure USB drive;

Power on the host system;

The software will be loaded into the RAM memory. During the process, the following info will
be displayed on the screen:

S
mm Certustrasure
@

Certus Erasure is loading,
please wait...

m= CertusErosure
@

Setting up network connection,
please wait..
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" wmm CertusErasure
-

Connection established successtully

5.2. Authentication

In order to continue, please insert your username, password and customer code.

| |
- CertusErasur

Warsion 37,0

LOG IN

SUPPORT

5.3. Performing erasure

If the inserted credentials are correct, the main view of the Certus Erasure will be displayed.
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WIEWW REPORT  HEXVIEWER

REFORT
Humber of detecter storage devices: 2 Erasure pattern: Standard Overwrite o
VENDOR MODEL TYPE BUS SIZE SERIAL MUMBER STATUS
Unkngem “Whteiara Yirtual SATA Hard Orive HOD SATA aGB Ll Ready for arasa
Linknomn Whwsie Virtual IDE Hard Dnve HOD SATA ZiGE 0000JI0000aI00000000 Feady far arsza
Mumber of operated storage devices: 0 Select all drives ]
VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS END TIME

If any RAID controller is detected, a pop-up window will be displayed. In order to erase the HDDs
connected to the controller, Certus Erasure product needs to prepare it for such operation. Press the
PREPARE RAID CONTROLLER button in order to trigger the process of making the RAID HDDs ready for
erasure.

WIEWW REPORT  HEXVIEWER

RAID controller detected

System info RAID Controller info
anufacturer: Dell homber of contrallers: 1
odzl: Dell adxdn0 AXA00528 Mega Aaid: 1 ~
Mumber of detected storage dew Smart Array: 0 ttern: Standard Overwrite &

The software has detected storage devices connectad to sbove RAID contraller,
In order to sccess them diractly, the controler needs to ba preparad.

Mumber of operated storage dey Select all drives ]

[ vowor amine: prus____ oo |

By prazsing PREPARE RAID CONTROLLER butren,
the existing RAID array configuration will be alterad!

PREPARE RAID CONTROLLER CANCEL

During the RAID preparation process, the following info will be displayed on the screen:
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VIEW REPORT  HEXVIEWER

Wait to complete am . EEEEE

Mumber of detectad storage devices: 2 Erasure pattern: Standard Overwrite

VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS

Mumber of operated storage devicas: 0 Select all drives ]

VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS END TIME

At the end of the process, the info about the connected HDDs will be displayed. Next step is to select
the drives required for erasures by checking the checkbox on the right of the table:

.
- Certus Erasure

Version 3.7.0

WIEWW REPORT  HEXVIEWER

chim - 1962 licenses available

FREFARE REFORT
. ~
Mumber of detected storage devicas: 2 Erasure pattern: Standard Overwrite &
VENDOR MODEL TYPE BUS SIZE SERIAL MUMBER STATUS
Unkngmm “Whtwiara Yirtual SATA Hard Orive HOD: SATA 9 GB Ll e Ready for erase ril
Linkngmn Whwsie Virtual IDE Hard Dnve HOD SATA el ) 0DD00OI000DaI0000a000 Ready for erase E
Mumber of operated storage devices: 0 Select all drives vl
VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS END TIME

Then press the SETTINGS button, select from the pop-up window Erasure tab; after that select the
erasure pattern and the verification percentage. Save the options by pressing SAVE button.
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SETTINGS

| General [“Erasure | Proxy

Pattarn: Verifization: 44%
|Bruc|e Schneier v| h
Mumber of detecte | WRITTEN WAL LIE VERIFICATION Default erasure verification: 1% JOvermrita N
1 QXFE 245 Stepl: write 0xFE -
3 Tandom values At Stepd: write random values
Unkngwm | i Fren Stepd: write random values e
random alues Steps: write random values
Linknown 5 random values 1% Steps: wribe randotn values far arssa
[ random walues 440 StepT: write random values
7 random values A End
Humber of operate Select all drives v

CANCEL

A pop-up confirmation window will be displayed when pressing ERASE button.

WIEWW REPORT  HEXVIEWER

WARNING
! Il h | il ~
Humber of detected storage dev By prazsing the ERASE bum;:iet’r':_‘z:::;r:r:!at::d.se meted storage devioss w e pattarm: Bruce Schnaier A
m By presaing the ERASE hurton you alsa sccapt the @nd usar icenze agrasmant “
Unkngmn itwzre Y Tlick hiere bo e ELLA FReady for arase
Unknewr WMWSBE [linknown OO00GO00MGODOORIO0L 3 GH | Feady for ersss

Unknown 00000000000000000001 2 GB

Mumber of operated storage dey Select all drives vl

Erazure pattem: Bruce Schngier.  Erasure varfication: 43%

ERASE CANCEL

After confirming by pressing on the ERASE button, the erasure process will start on the selected
devices:
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Mumber of detected storage devicas: 2 Erasure pattern: Bruce Schneier &

STATUS

SERIAL MUMBER

TYPE BUS SIZE

MODEL

VENDOR

kg \Mwora Vitual SATA Hard Orie HOD SWTA 3B opODadoponodcoopaac  [JRGRSTNETEISNEYS) ()
Linknomn Whwsie Virtual IDE Hard Dnve HOD SATA 268 Q0DDOJ0DDDAI00DDad01 ':.MM‘D_'::).=

Mumber of operated storage devices: 0 Select all drives ]

STATUS END TIME

VENDOR MODEL TYPE BUS SIZE SERIAI

5.4. Checking erasure results
At the end of the erasure process, the results can be examined by pressing the HEXVIEWER button:

WIEWW REPORT  HEXVIEWER

. ~
Number of detected storage devices: 2 Erasure pattern: Bruce Schneier  ar
VENDOR MODEL TYPE SIZE SERIAL MUMBER STATUS
Unkngem “Whteiara Yirtual SATA Hard Orive HOD SATA aGB Ll Ready for arasa
Linknomn Whwsie Virtual IDE Hard Dnve HOD SATA ZiGE 0000JI0000aI00000000 Feady far arsza

Mumber of operated storage devices: 2 Select all drives ]

VENDOR MODEL TYPE BUS SIZE SERIAL NUMBER STATUS END TIME
Unknown ‘Whvaara virtal IDE Hard Drive HOD! SATA 2GB DDOOQODDAaIoDDaaaonl Erazed 16.01.2017 QB:15:23
Unknientn WMware Mirtual SATA Hard D... HOD SATA 3GE 00000000000000300001 Erased 16.01.2017 OB:14:11
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XVIEWER T

Use this tool to view the data stored on each HDD sector.

Selected storage device

[hware virtual SATA Hard Drive-00000000000000000001 (3 GE) [+]

EEEE o D

Hexadecimal data for current sector {512 bytes)

Start address - Hexadecimal content - ASCIl content

BOEOO00GO0D 59 65 68 89 65 60 06 60 6H 65 66 65 60 08 60 OO 65 65 68 99 08 80 06 69
00BO00001E 99 S8 99 99 99 99 99 99 99 GG 99 99 99 99 99 99 99 GG 99 99 99 99 99 G99
GOE0000020 99 66 66 G0 0§ G0 0O GO OO GO GG OO 00 00 0O OO G 6O GG GO0 0§ 00 OO GO
0OE000004E 90 65 68 99 95 80 00 60 6O 68 86 O6F 90 OF 60 OO 68 65 68 99 09 80 09 60
00B0000060 99 S8 99 99 99 99 99 GO 99 T8 99 99 99 99 99 GO 99 T8 99 99 99 99 99 G99
BOE000GOTE 99 86 6 99 6§ 60 00 G0 66 69 66 OF 60 00 60 OO 69 86 68 99 0F 60 OO 6O
00B00000GD 99 S8 99 99 99 99 99 99 99 GG 99 99 99 99 99 99 99 GG 99 99 99 99 99 G99
00000000s0 99 99 90 99 99 90 0O G0 99 90 00 09 90 90 OO0 OO 99 99 0 99 OF 90 OO OO
BRE0000OCH 99 65 68 89 65 80 00 60 6O 60 89 O6F 80 OF 60 OO 68 65 68 99 0F 80 OO 60
00B00000dE 99 S8 99 99 99 99 99 99 99 GG 99 99 99 99 99 99 99 GG 99 99 99 99 99 49
GRAE00EETE 99 99 99 99 B0 99 90 90 99 OO 6 00 90 99 OO0 OO 98 OO 65 00 00 90 90 00
0OE000010& 99 85 98 89 93 89 09 90 99 68 89 05 89 05 90 05 58 89 68 99 03 89 09 89
0050000120 99 S8 99 99 99 99 99 99 99 T8 99 99 99 99 99 GO 99 T8 99 99 99 99 99 GO
BOEOO0G13E &9 65 68 69 69 60 06 60 6H 65 66 65 60 08 60 OO 65 65 68 99 08 80 69 69
00B0000150 99 S8 99 99 99 99 99 99 99 GG 99 99 99 99 99 99 99 GG 99 99 99 99 99 G99
0000000168 99 99 96 99 99 90 0O G0 99 ©0 00 09 90 90 GO OO 99 90 0 99 OF 90 OO OO
BOE00001E0 50 65 68 89 65 80 00 60 6O 68 66 0F 90 OF 60 OO 6 65 68 99 09 80 09 60
00B000019E 99 S8 99 99 99 99 99 99 99 GG 99 99 99 99 99 G99 99 GG 99 99 99 99 99 G99
GRAE00G1LE 99 99 99 99 B0 99 90 90 99 OO 6 00 90 99 OO0 OO 98 OO 65 00 00 90 90 90
00E00001cA 99 85 98 89 93 89 09 90 99 68 89 95 89 0F 90 05 55 89 68 99 03 89 09 89
0050000160 99 S8 99 99 99 99 99 99 99 T8 99 99 99 99 99 GO 99 T8 99 99 99 99 99 GO
0RAGO0GLTE 99 85 89 99 99 69 99 69

5.5. Saving erasure reports

For saving the erasure report, press the VIEW REPORT button. A pop-up window will be displayed:

HEXVIEWER

available

. ~
Mumber of detected storage devicas: 2 Erasure pattern: Bruce Schneier &
VENDOR MODEL TYPE BUS SIZE SERIAL MUMBER STATUS
Unkngem “Whteiara Yirtual SATA Hard Orive HOD SATA aGB Ll Ready for arasa
Linknomn Whwsie Virtual IDE Hard Dnve HOD SATA ZiGE 0000JI0000aI00000000 Feady far arsza
Mumber of operated storage devices: 2 Select all drives ]
VENDOR MODEL (3 SERIAL NUMBER STATUS END TIME
unkngn WMwara Wirtual IDE Hard Drive  HOD IATA 2GB DDJOQo0000a000aadon Erased 17.01.2017 QT:20:44
Uk rugreety WMiare Wirtual SATA Hare D, HOD SaTA 3IGB 00000000000000300001 Erased 17.01.2017 07:18:40
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.
- CertuskEr

L]
e HEXVIEWER

- DATA ERASURE
RERARY mu(— = CertusErasure
R =x_3 CertusErasu REPORT

.
m = e
ATE 6.0L.2017 09: L5 i

Unkngmm v for erasa
SOFTHARE YERSION: 0
Unknewr OPERATOR: vtafan dy far erase
Wkbeare, Wksare W REMARES: 1y for eraze (]}
SYSTEM HARDWARE INFORMATION
Humber of operated ¢ [P — [E—— Select all drives ]
unkniavm i 16.01.2017 0B:15:23
SEAIAL HUMBER:
Uk rugreety 16.01.2017 0B:14:11

HOTHER EDARD:

Mhwarn, Whtare U SYSTEN ERTIICATION (ULIDY  F0FEATS6-527 1 A7EE-BALS-C10 130EF2 LED ~ 16012017 0B:04:35

SAVE CANCEL

If you click SAVE button, a window will appear and you can upload the report on server or save the
report on a removable device. If you choose to save on removable device, you can save the report in
XML, PDF and HTML formats. Any user remarks can be added on “Operator’s remarks” field. The
completed field will be saved into the report.

SAVE REPORT

Raport namsa
operators remarks | |

® Upload on senver

Ta send the repart to the remote management server, wwew, staging. certus. software, prass the UPLOAD
butten.

= Save on removable device

Select external device

Report type F 5L [F FOF FIHTHL

UPLOAD CANCEL

A confirmation window will be displayed after a successful upload to Web Manager server, or after the
report has been successfully saved to selected local removable device:

Report uploaded successfully to server, Report saved successfully to external device,

CLOSE CLOSE
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In case of unsuccessful operations, the following windows will be displayed:

Report could not be sent to server Report could not be saved to external device,

CLOSE CLOSE

Revision 2.5 — 19/03/2018
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CHAPTER 6. CONTACT

If you have any questions or if you need our help don’t hesitate to submit a technical support ticket
using the following link:

https://support.certus.software/servicedesk/customer/portal/1

For more information about the latest data erasure products and for contact details, visit the Certus
website using the following link:

https://www.certus.software

We are always looking for ways to improve our products and services. If you have any suggestions,
please provide us with your feedback!
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CHAPTER 7. DOCUMENT REVISIONS

Date \ Revision History \ Revision Class Comments

28/03/2016 1.0 Major - Initial version.

12/01/2017 2.0 Major - Updated images to comply with the new GUI;
- Updated page layout.

17/01/2017 2.1 Minor - Updated formatting of the document.

18/01/2017 2.2 Minor - Added Linux and macOS information about creating
a bootable USB flash drive with Certus Erasure.

19/01/2017 2.3 Minor - Added minimum system requirements.

09/02/2017 2.4 Minor - Updated images.

19/03/2018 2.5 Minor - Updated content.
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